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Introduction  
In recent years, there has been an increased drive for client applications to deliver tailored, dynamic 

content. Traditionally, this goal has been achieved by combining layout directives with scripting 

capabilities that can source data and programmatically modify the layout (such as HTML and JavaScript).  

This model has since evolved to allow a much finer grained collaboration between embedded objects, 

extended layout properties, and scripting engines (including those that are utilized within embedded 

ƻōƧŜŎǘǎΣ ǎǳŎƘ ŀǎ !ŘƻōŜΩǎ !Ŏǘƛƻƴ{ŎǊƛǇǘύΦ  ¢Ƙƛǎ ƴŜǿ ǿŀǾŜ ƻŦ ƛƴǘŜǊƻǇŜǊŀōƛƭƛǘȅ ŦŀŎƛƭƛǘŀǘŜǎ ǘƘŜ ŎǊŜŀǘƛƻƴ ƻŦ ŀ 

seamless user experience that spans multiple technologies. 

This paper intends to explore the security implications of software interoperability layers, focusing 

specifically on several prominent web browser technologies. We will expose vast and largely unexplored 

attack surfaces that are a direct result of permitting such interoperability, and discuss the unique types 

of vulnerabilities that are likely to be present in them. Furthermore, we will explore the impact that 

interoperability has on security features implemented in the host application. Specifically, we will 

demonstrate how these security features can often be undermined by pluggable components as a direct 

result of trust being extended to said components.  Although the paper primarily focuses on several 

interoperability layers present within contemporary web browsers, much of the discussion about 

vulnerability classes and auditing strategies can be applied to a broad spectrum of software that 

performs some sort of inter-component data exchange. Some examples of such software would include 

other scripting languages and plugin architectures, RPC stacks, and virtual machines. 

Organization of this Paper  
This paper is divided into three parts. First, there will be a brief introductory tour of the attack surface 

that this paper seeks to address in Section 1. Specifically, the general browser architecture will be 

examined and components relevant to attacking interoperability will be highlighted. The second part of 

the paper, Section 2, will then provide a technology overview that provides background information for 

how interoperability works within two popular browsers: Microsoft Internet Explorer (IE) , and Mozilla 

Firefox. Finally, Section 3 will be dedicated to enumerating the classes of vulnerabilities that arise in the 

identified attack surfaces, and demonstrating practical strategies for uncovering these types of 

problems. A number of critical real-world vulnerabilities uncovered by the authors will be examined 

throughout this last section. 
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Section I: Attack Surface 
Before delving into an in-depth discussion of targeted software layers, it is important to understand the 

attack surface from a conceptual level. Figure 1 represents a high-level architecture view of the 

contemporary web browser, with a breakdown of components that are relevant to this paper. 

 

Figure 1: Architecture Model of Contemporary Web Browsers 

Figure 1 is separated into three logical layers. The first layer, the browser core, contains several 

components that provide an environment for plugins to interact with the browser. Primarily, plugins are 

ŎƻƴǘǊƻƭƭŜŘ ǘƘǊƻǳƎƘ ǎŎǊƛǇǘƛƴƎΣ ōǳǘ ǘƘŜȅ Ŏŀƴ ŀƭǎƻ ƛƴǘŜǊŀŎǘ ŘƛǊŜŎǘƭȅ ǿƛǘƘ ǘƘŜ ōǊƻǿǎŜǊΩǎ 5ƻŎǳƳŜƴǘ hōƧŜŎǘ 

Model (DOM) in certain situations.   

The second layer represents the plugins themselves, which are essentially objects the browser loads to 

support additional functionality, primarily by handling unique document types. Plugins are explicitly 

granted or denied trust within the browser environment by the browser policy; however they 

sometimes run in a separate process context from the browser.  For example, the Internet Explorer 8 

όL9уύ ōǊƻǿǎŜǊ ƻǇŜǊŀǘŜǎ ǿƛǘƘƛƴ ŀ ǊŜǎǘǊƛŎǘƛǾŜ ά[ƻǿ LƴǘŜƎǊƛǘȅέ ŎƻƴǘŜȄǘ ǿƘŜƴ ōŜƛƴƎ Ǌǳƴ ƻƴ ²ƛƴŘƻǿǎ  ±ƛǎǘŀ  ƻǊ 

²ƛƴŘƻǿǎ  тΣ ǿƘŜǊŜŀǎ ǎŜǾŜǊŀƭ ǇƭǳƎƛƴǎ Ǌǳƴ ƻǳǘ ƻŦ ǇǊƻŎŜǎǎ ƛƴ ŀ ƭŜǎǎ ǊŜǎǘǊƛŎǘƛǾŜ άaŜŘƛǳƳ LƴǘŜƎǊƛǘȅέ ŎƻƴǘŜȄǘΦ   

This strategy allows the plugin to maintain full trust in the browser, but possess less trust in the context 

of the operating system. 
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Last, there is a third layer of implicitly trusted objects, which are those that trusted plugins may load to 

augment their own functionality. Since the browser explicitly extends trust to a plugin (plugin X), and the 

plugin extends trust to an arbitrary object (object Y), then we can say that there is a transitive trust 

relationship established between the browser and the arbitrary object loaded by the plugin (B -> X, X -> 

Y, therefore B -> Y). We will show examples in section two of this paper that the extension of such trust 

allows an attacker to utilize plugins and their trusted components to undermine the browser security 

model. Another noteworthy part of the third layer is that some plugins create their own scripting 

functionality, which in many cases can be used to interact with the scripting engines or DOM provided 

by the browser. Indeed, this situation is the case for a number of popular plugins, including Adobe Flash, 

Sun  Java, and Microsoft Silverlight. In each case, trust is extended from the browser implicitly to allow 

an attacker to gain access to functionality that each scripting language provides. Furthermore, objects 

can be exported from those scripting languages back to scripting contexts within the browser. Due to 

trust transitivity, these objects might then be manipulated by not just browser scripting engines, but 

also DOM functions and other plugins as well, sometimes with quite unintended consequences. 

Trust extension is not the only security cost of interoperability. From Diagram 1, we can see that for 

each additional component to interact with each other, a communications bridge must be established 

between the interoperating components. This is depicted in Diagram 1 by two-way arrows. These 

communication bridges are, in themselves, a rather large attack surface: it is the code responsible for 

marshalling data from one component to the next. The marshalling layer performs conversions implicitly 

between data structures native to the co-operating components. Since this layer operates somewhat 

silently, it is often overlooked when attempting to discover security flaws. In fact, there is currently a 

large volume of literature dedicated to evaluating plugin objects in browsers for security problems (with 

tangible results), but very little information about examining the interoperability layers. This lack of 

examination is one area that this paper will attempt to address. 

Interoperability layers are a breeding ground for various unique vulnerability classes that have been 

largely unexplored previously. Due to the operations being performed, the marshalling infrastructure 

often lends itself to vulnerabilities related to type confusion (mis-use of data due to misinterpretation of 

its type) and object retention (spurious reference counting issues) issues that are seldom seen in other 

areas of an application. Although vulnerabilities like these have been occasionally uncovered in the past, 

we will show how the popular APIs in the targeted software are particularly vulnerable, and will provide 

strategies for uncovering these types of bugs in section two of this paper.  It should be noted that, 

although the architectures mentioned in this paper are web browser-centric, these types of problems 

are systemic in any software that provides platforms for collaboration between components that have 

differing internal data representations. 
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Section II: Technology Overview  
This section provides an overview of the relevant technologies that will be used as case studies to 

ƛƭƭǳǎǘǊŀǘŜ ǘƘŜ ŎƻƴŎŜǇǘǎ ǇǊŜǎŜƴǘŜŘ ƛƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜŎǘƛƻƴ ƻŦ ǘƘƛǎ ǇŀǇŜǊΣ ά!ǘǘŀŎƪƛƴƎ LƴǘŜǊƻǇŜǊŀōƛƭƛǘȅέΦ ²Ŝ 

include discussions of both LƴǘŜǊƴŜǘ 9ȄǇƭƻǊŜǊΩǎ !ŎǘƛǾŜ· ŎƻƴǘǊƻƭ ŀǊŎƘƛǘŜŎǘǳǊŜ, as well as aƻȊƛƭƭŀΩǎ bt!tL 

plugin architecture (present in Firefox, Google Chrome, and several other non-browser applications). We 

will explore how objects are represented in the common scripting languages available, how they are 

marshaled and exported to plugin entry points, and how DOM interaction occurs. Lastly, we will provide 

an attack surface summary for both ActiveX and NPAPI that summarizes the roles each technology will 

play in the context of the stated attack surface. 

Microsoft ActiveX  
!ŎǘƛǾŜ· ƛǎ ŀ ǘŜŎƘƴƻƭƻƎȅ ŘŜǊƛǾŜŘ ŦǊƻƳ aƛŎǊƻǎƻŦǘΩǎ /ha ǘŜŎƘƴƻƭƻƎȅΦ Lǘ ƛǎ ǳǘƛƭƛȊŜŘ ǘƻ ŎǊŜŀǘŜ ǇƭǳƎƛƴǎ ǘƘŀǘ Ŏŀƴ 

be exposed to runtime engines (such as JavaScript and VBScript) to provide additional capabilities to the 

host application. Understanding the types of vulnerabilities that will be explored in section three of this 

paper requires an in-depth understanding of some of the COM / Automation architecture. As such, we 

will present an overview of the relevant technologies in this section. We will also explore the concept of 

άpersistent objectsέΣ ǿƘƛŎƘ ŀǊŜ ǎŜǊƛŀƭƛȊŜŘ /ha ƻōƧŜŎǘǎ ǘƘŀǘ Ŏŀƴ ōŜ ƻǇǘƛƻƴŀƭƭȅ ŜƳōŜŘŘŜŘ ǿƛǘƘƛƴ ǿŜō 

pages.  It will be shown in section three how persistent COM objects can be used to not only target 

vulnerabilities in various COM marshalling components, but also undermine browser security features in 

certain scenarios. 

Plugin Registration  

ActiveX controls are a specialization of COM objects, and as such have an entry within the system 

registry describing the relevant instantiation information. Like any other COM object, each ActiveX 

object is identified by a globally unique Class ID (CLSID), and is located in the registry at 

HKEY_CLASSES_ROOT\CLSID\{<CLSID>}. Objects can also be installed on a per-user basis, using the 

HKEY_CURRENT_USER portion of the registry. Since COM objects are used so pervasively throughout the 

Windows OS, Internet Explorer (IE) needs a way of restricting which COM objects are allowed to be 

launched through the web browser. The semantics of the safety mechanisms have gradually become 

more granular over time, and will briefly be described here. 

ActiveX Plugins: Safety Controls 

IE has several mechanisms for determining whether an ActiveX object has permission to run. Safety 

permissions for controls are divided into two categories: initialization and scripting. Initialization safety 

refers to whether or not the control is allowed to be instantiated based on data from a persistent COM 

stream (discussed in depth shortly). Scripting safety refers to whether the control may be manipulated 

via scripting APIs exposed at runtime. A complete overview of ActiveX security controls is available from 

Microsoft at http://msdn.microsoft.com/en-us/library/bb250471(VS.85).aspx, which is where most of 

the information in this section that wasn't reverse engineered is derived from. 

http://msdn.microsoft.com/en-us/library/bb250471(VS.85).aspx
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Registry Controls 

The first and most well-known method to mark a control as Safe For Scripting (SFS) or Safe For 

Initialization (SFI) is to add specific subkeys below the entry for the control in the registry. Two values 

Ŏŀƴ ōŜ ŀŘŘŜŘ ǳƴŘŜǊ ǘƘŜ άLƳǇƭŜƳŜƴǘŜŘ /ŀǘŜƎƻǊƛŜǎέ ǎǳōƪŜȅ ǘƻ ƳŀǊƪ ǘƘŜ ŎƻƴǘǊƻƭ {C{ ŀƴŘ {CL ǊŜǎǇŜŎǘƛǾŜƭȅΦ 

These values are 7DD95801-9882-11CF-9FA9-00AA006C42C4 (CATID_SafeForScripting) and 7DD95802-

9882-11CF-9FA9-00AA006C42C4 (CATID_SafeForInitialization) respectively. Figure 2 shows an example 

of a control using these categories. 

 

&ÉÇÕÒÅ φȡ !ÃÔÉÖÅ8 ÃÏÎÔÒÏÌ ÍÁÒËÅÄ ÁÓ Ȱ3ÁÆÅ ÆÏÒ )ÎÉÔÉÁÌÉÚÁÔÉÏÎȱ ɉ3&)Ɋ ÁÎÄ Ȱ3ÁÆÅ &ÏÒ 

3ÃÒÉÐÔÉÎÇȱ ɉ3&3Ɋ 

Controls may programmatically register themselves for these categories using the 

StdComponentCategoriesMgr object. The ICatRegister interface contains a RegisterClassImplCategories() 

method, which can be used to manipulate the category registration information for any given COM 

object.  Internally, the StdComponentCategoriesMgr updates the registry with the above information. 

Internet Explorer utilizes the StdComponentCategoriesMgr object as well, but for enumeration rather 

than registration. The ICatInformation interface provides a function named IsClassOfCategories(), which 

IE can call to determine if a control is SFS or SFI. Again, this operation internally queries the above 

mentioned registry location to determine which controls the object implements. 

Component category management is treated in depth at http://msdn.microsoft.com/en-

us/library/ms692689(VS.85).aspx.  

http://msdn.microsoft.com/en-us/library/ms692689(VS.85).aspx
http://msdn.microsoft.com/en-us/library/ms692689(VS.85).aspx
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IObjectSafety Control 

An alternative method exists to mark a control as SFS or SFI. An ActiveX control can provide support for 

either of these safety restrictions by implementing the IObjectSafety interface. In this scenario, the 

security capabilities for the control can be obtained by calling the 

IObjectSafety::GetInterfaceSafetyOptions() method, which has the following prototype.  

HRESULT IObjectSafety::GetInterfaceSafetyOptions(  
 REFIID riid,  
 DWORD *pdwSupportedOptions,  
 DWORD *pdwEnabledOptions 
);  
 
This function will be called by IE to determine the supported set of safety options.  If the interface 

appears to support the security options, IE will then call the SetInterfaceSafetyOptions() method of the 

IObjectSafety interface with the options that it would like the object to enforce.  

SetInterfaceSafetyOptions has the following prototype. 

HRESULT IObje ctSafety::SetInterfaceSafetyOptions(        
    REFIID riid ,  
    DWORD dwOptionSetMask ,  
    DWORD dwEnabledOptions  
);  
 

If SetInterfaceSafetyOptions() returns successfully, then the application can use the COM object 

knowing that the object intends to use the security options requested.  The added value of this API over 

COM categories is that a control can offer more granular control over how it is used, since it is able to 

specify different security settings for different interfaces, based on which interface id was specified in 

the riid parameter for the method calls.  Also, the IObjectSafety interface can execute native code to 

determine if the application that is creating the object can do so safely.  A specific example of this type 

of functionality is the SiteLock template code provided by Microsoft.  This template code allows the 

programmer to restrict ActiveX controls to a pre-determined list of URLs. 
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ActiveX Killbits 

IE also implements an override to the standard safety features, allowing administrators to specifically 

ban the instantiation of selected controls within the browser. This is achieved by adding a subkey into 

the HKEY_LOCAL_MACHINE\Software\Microsoft\ Internet Explorer\ActiveX Compatibility registry 

location. The subkey added must have the CLSID of the control in question, and contain the DWORD 

ǾŀƭǳŜ ά/ƻƳǇŀǘƛōƛƭƛǘȅ CƭŀƎǎέΣ ǿƘƛŎƘ Ƙŀǎ ǘƘŜ άƪƛƭƭōƛǘέ ǎŜǘ όǾŀƭǳŜ лȄпллύΦ CƛƎǳǊŜ о ǎƘƻǿǎ ŀƴ ŜȄŀƳǇƭŜ ƻŦ ŀ 

control with the killbit set. 

 

Figure 3: ActiveX Killbits in IE 

When an application wishes to determine if the killbit is set, it will call the CompatFlagsFromClsid() 

function, which is exported from urlmon.dll.  CompatFlagsFromClsid() has the following prototype: 

HRESULT CompatFlagsFromClsid(       
    CLSID *pclsid,  
    LPDWORD pdwCompatFlags, 
    LPDWORD pdwMiscStatusFlags 
);  
 

When the application calls this function, it will pass in the CLSID of the COM object it is interested in, and 

two DWORD pointers whose value will be equal to the compatibility and miscellaneous OLE flags for the 

object upon the successful return of the function.  The application will then test to see if the 0x400 bit is 

set to determine if the control has the killbit set. 

If the Killbit is set, then an entry may appear in the registry for an alternate class id.  This alternate class 

id will be used in lieu of the original class id within Internet Explorer.  Figure 4 shows a registry entry for 

a class id that uses an alternate class id.  When dealing with the control in Figure 4, Internet Explorer will 

transparently translate requests for COM objects with a class id of {41B23C28-488E-4E5C-ACE2-

BB0BBABE99E8} to the class id of {52A2AAAE-085D-4187-97EA-8C30DB990436}. 
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Figure 4: COM object with an alternate CLSID 

Preapproved List / ActiveX Opt-In 

Microsoft introduced a feature called ActiveX Opt-In with Internet Explorer 7.  ActiveX Opt-In is designed 

to reduce the attack surface of the browser by prompting the user before a web page is allowed to 

instantiate an object that hasn't been loaded before in Internet Explorer, or wasn't installed by the user 

through Internet Explorer.  Figure 5 shows the relevant area of the registry: 

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Ext\PreApproved. 

 

Figure 5: Excerpt of the preapproved list 

In a base installation of Windows there are a number of controls already on the preapproved list.  

However, there are far more controls that are safe for scripting or initialization that do not appear on 

this list.  This functionality makes it more desirable to find flaws in controls on this list, rather than flaws 

in other controls.  

Per-User ActiveX Security 

IE8 introduced a series of additional security capabilities related to secure browsing, including some 

refinements to ActiveX.  Before these capabilities were added, control permissions that could be 

configured were configured on a per-machine basis.  The new capabilities extend the per-machine killbit 
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to a per-user level of granularity, and expand upon ActiveX opt-in by allowing Opt-In functionality based 

on the user and the domain. 

Traditionally, killbits have been used to effectively ban the instantiation of a control system-wide. This 

model is problematic in scenarios where a single user on a system of many users required the use of a 

particular control, but no others required it.  Microsoft expanded upon killbits by introducing the 

registry key  HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Ext\Settings\ {CLSID}, 

where CLSID is the class id of the ActiveX control to restrict. By setting the Flags value of this key to άмέΣ 

a control will be restricted for a single user. Figure 6 shows the Tabular Data Control disabled in this area 

of the registry. 

 

Figure 6: Example of a control restricted from a single user 

Restricting ActiveX controls to certain domains allows the user to have more granular control over 

ActiveX security.  Originally, SiteLock was the only method that allowed domain restriction, which was 

not configurable by the end user. This new per-domain restriction is managed in the registry by adding 

keys for specific allowed domains to 

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Ext\Stats\ {CLSID}\ iexplore\Allowe

Ř5ƻƳŀƛƴǎΦ ! ƪŜȅ ŦƻǊ ŀƭƭ ŘƻƳŀƛƴǎ Ŏŀƴ ōŜ ŀŘŘŜŘ ƘŜǊŜ ōȅ ǳǎƛƴƎ ǘƘŜ ƴŀƳŜ άϝέΣ ŀǎ ƻǇǇƻǎŜŘ ǘƻ ŀ ǎǇŜŎƛŦƛŎ 

domain.   

Per-Domain opt-in controls reduce the attack surface by requiring the user to approve the use of an 

ActiveX control before it is ran in the context of an unfamiliar domain.  In effect, this would require an 

attacker to insert malicious web content onto a trusted domain in order to surreptitiously exploit the 

ActiveX control.  Figure 7 shows the Tabular Data Control configured to run within the microsoft.com 

domain without prompting. 
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Figure 7: Example of a control approved to be run from the Microsoft.com domain 

Internet Explorer Permission GUI 

In addition to providing restriction capabilities, Microsoft enhanced the Internet Explorer UI by adding 

an interface that allows the user to easily configure ActiveX control permissions without having to 

modify the registry.  Figure 8 shows how to access the Add-on Manager interface, and Figure 9 shows 

how to find DLLs that are allowed to run in the browser without permission. 

 

Figure 8: Navigating to the Add-on Manager 
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Figure 9: Operations to display controls that will run without permission 

ActiveX Safety Wrap-Up 

ActiveX has many methods to restrict which controls may load, and how they can be acted upon under a 

given context.  One reason may very well be that, as interoperability has increased in applications, so 

too has opportunities for attackers.  Under this premise, ActiveX security has evolved in an attack-

response fashion and has led to a somewhat fractured security architecture.  In later sections, we'll 

show an attack that allows some of these restrictions to be bypassed, mostly as a result of Microsoft 

adding security features to the browser in an ad-hoc fashion rather than having established a robust 

security architecture from the outset. 
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COM Overview 

COM is an architectural standard that mandates a language agnostic representation of objects, and 

facilitates interaction between these objects.  Microsoft uses COM as a fundamental building block in 

many of their premier technologies. It is pervasive in their flagship Windows Operating System, and also 

utilized extensively by many other peripheral products, such as Internet Explorer and Office.  In the first 

section entitled Variants, we will discuss the fundamental, language agnostic data types that COM uses 

to communicate and the APIs used to manipulate them.  Variants will be explored in order to provide 

the reader with more context for the types of vulnerabilities that this paper focuses on.  Following 

variants is a section entitled COM Automation, which discusses the subset of COM objects that can be 

readily exposed to scripting runtime environments, collectively known as ActiveX controls. Finally, in the 

section entitled COM Persistence Overview, we will discuss the concept of persistence - the ability to 

serialize the current state of a COM object and subsequently resurrect that object at a later time. The 

use of persistence will be explored in the context of potentially hostile environments, where the 

serialized objects may originate from untrusted sources (such as malicious web pages or office 

documents). 

Variants  

VARIANTS are one of the key data structures utilized throughout the Windows platform for representing 

arbitrary data types in a standardized format. In particular, they are an integral part of COM, and are 

employed to exchange data between two or more communicating objects. The VARIANT data structure 

is a relatively simple one ς it is composed of a type and a value, and is defined in OAIdl.h in the Windows 

SDK as shown.  

        struct __tagVARIANT 
            { 
            VARTYPE vt; 
            WORD wReserved1; 
            WORD wReserved2; 
            WORD wReserved3; 
            union  
                { 
                BYTE bVal; 
                SHORT iVal; 
                FLOAT fltVal; 
                DOUBLE dblVal; 
                VARIANT_BOOL boolVal; 
 
      Χ ƳƻǊŜ ŜƭŜƳŜƴǘǎ Χ 
 
                BSTR bstrVal; 
                IUnknown *punkVal; 
                IDispatch *pdispVal; 
                SAFEARRAY *parray; 
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                VARIANT_BOOL *pboolVal; 
                _VARIANT_BOOL *pbool; 
                SCODE *pscode; 
                CY *pcyVal; 
                DATE *pdate; 
                BSTR *pbstrVal; 
                VARIANT *pvarVal; 
                PVOID byref; 
        }  __VARIANT_NAME_1; 
    } ; 
 

The value contained by a VARIANT can be one of a variety of different types, and so only has meaning 

when given context by the vt member, which indicates the type. There are quite a large number of basic 

types that can be represented by a VARIANT. Some of the more common ones are shown in Table 10. 

Type Name Value  Union Contains  
VT_EMPTY 0x0000 Undefined  
VT_NULL 0x0001 NULL value  
VT_I2 0x0002 Signed (2 - byte) short  
VT_I4 0x0003 Signed (4 - byte) integer  
VT_R4 0x0004 Signed (4 - byte) real 

(float)  
VT_R8 0x0005 Signed large (8 - byte) real 

(double)  
VT_BSTR 0x0008 String; Pointer to a BSTR  
VT_DISPATCH 0x0009 Pointer to an IDispatch 

interface (automation 
object)  

VT_ERROR 0x000A Error code (4 - byte integer)  
VT_BOOL 0x000B Boolean (2 - byte short)  
VT_VARIANT 0x000C Pointer to another VARIANT  
VT_UNKNOWN 0x000D Pointer to an IUnknown 

interface (any COM object)  
VT_I1 0x0010 Signed (1 - byte) char  
VT_UI1 0x0011 Unsigned (1 - byte) char  
VT_UI2 0x0012 Unsigned (2 - byte) short  
VT_UI4 0x0013 Unsigned (4 - byte) integer  
VT_RECORD 0x0024 Pointer to an IRecordInfo 

interface (used to 
represent user - defined data 
types)  

Table 10: VARIANT Basic Types 

As can be seen in Table 10, all of the basic data types can be represented as a variant, in addition to a 

variety of COM interface types such as IUnknown and IDispatch interfaces. Furthermore, user-defined 

types are supported through the use of the IRecordInfo COM interface. This interface provides functions 

to define custom object sizes and marshallers so that any arbitrary data structure can be represented. 

The listed types are only a subset of all the supported VARIANT types. A complete list of all of the 

available types can be found in wtypes.h located within the Windows SDK. 
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In addition to basic variant types, there are several modifiers that, when used in conjunction with a basic 

type, alter the meaning of what is contained within the __VARIANT_NAME_1 union. Modifiers cannot be 

used on their own; they are specifically designed to provide additional context to a basic type. They are 

used by combining the modifier value (or values) with that of the basic type. The modifiers and their 

respective meanings are summarized in Table 11. 

Modifier Name  Modifier Value  Value  
VT_VECTOR 0x1000 Value points to a simple 

counted array (Rarely used)  
VT_ARRAY 0x2000 Value points to a SAFEARRAY 

structure  
VT_BYREF 0x4000 Value points to base type, 

instead of containing a 
literal of the base type  

Table 11: VARIANT Modifier Types 

As can be seen in the tables, basic types are all below 0x0FFF, and modifiers are single-bit values larger 

than 0x0FFF. So, by augmenting a basic type with a modifier using simple bit-masking operations, a new, 

complex type is formed. For example, a VARIANT containing an array of strings would have the type 

VT_ARRAY|VT_BSTR, and the value member would point to a SAFEARRAY where each member was a 

BSTR. (SAFEARRAYs will be examined in more depth momentarily.) A VARIANT could represent a pointer 

to a signed integer by having the type VT_BYREF|VT_I4. The VT_BYREF modifier may also be used in 

conjunction with one of the other modifiers, so a VARIANT could have the type 

(VT_BYREF|VT_ARRAY|VT_BSTR). In this case, the value member would point to a SAFEARRAY pointer, 

whose members are all of type BSTR. 

Safe Arrays 

Arrays are a common data construct utilized by COM, and are present in VARIANTs that contain the 

VT_ARRAY modifier in the vt field. In this case, a SAFEARRAY is used to encapsulate a series of elements 

of the same data type, and can be manipulated through the SafeArray API for safely accessing the 

members of the array without needing to worry about boundaries and other administrative problems 

associated with array access. Although they are most often used to represent an array with just a single 

dimension, SAFEARRAYs are also capable of representing multi-dimensional arrays of potentially 

ŘƛŦŦŜǊƛƴƎ ŘƛƳŜƴǎƛƻƴ ǎƛȊŜǎ όƻŦǘŜƴ ǊŜŦŜǊǊŜŘ ǘƻ ŀǎ άƧŀƎƎŜŘ ŀǊǊŀȅǎέύΦ  ¢ƘŜ {!C9!ww!¸ ǎǘǊǳŎǘǳǊŜ ŘŜŦƛƴƛǘƛƻƴ ƛǎ 

defined in OAIdl.h in the Windows SDK, and is shown below. 

typedef struct tagSAFEARRAY  
{  
    USHORT cDims; 
    USHORT fFeatures;  
    ULONG cbElements; 
    ULONG cLocks; 
    PVOID pvData;  
    SAFEARRAYBOUND rgsabound[ 1 ]; 
}  SAFEARRAY; 
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Elements contained within a SAFEARRAY are cbElements in size, and are stored contiguously in an area 

of memory, pointed to by the pvData member. An array of SAFEARRAYBOUND structures follows the 

SAFEARRAY descriptor in memory, with each SAFEARRAYBOUND structure describing a single dimension 

of the array. The SAFEARRAYBOUND structure is constructed as follows: 

typedef struct tagS AFEARRAYBOUND 
{  
    ULONG cElements; 
    LONG lLbound;  
}  SAFEARRAYBOUND;       
 
 
Simply put, the lLbound member indicates the lower bound of the described dimension, and the 
cElements member indicates how many members exist within that dimension.  
 
The SAFEARRAY API is relatively extensive, so we will consider the most common API functions required 
for manipulation of these structures. The first two functions are for initialization and destruction, and 
are the complement of each other: 
 
SAFEARRAY *SafeArrayCreate(VARTYPE vt, UINT cDims, SAFEARRAYBOUND *  
 rgsabound);  
 
HRESULT SafeArrayDestroy(SAFEARRAY * psa);  
 
These functions are used to create and destroy an array respectively. When the array is created, the 
data type of each array member is designated, as well as the number of the dimensions of the array. 
¢ƘŜǎŜ ǇǊƻǇŜǊǘƛŜǎ ŀǊŜ ōƻǘƘ ƛƳƳǳǘŀōƭŜΤ ŀ {!C9!ww!¸Ωǎ ǘȅǇŜ ŀƴŘ ƴǳƳōŜǊ ƻŦ ŘƛƳŜƴǎƛƻƴǎ Ŏŀƴƴƻǘ ōŜ 
modified after creation.  
 
There are two different ways of accessing data in arrays. The first way is to get a pointer to the memory 
where all of the elements reside, and is done using the following functions: 
 
HRESULT SafeArrayAccessData(SAFEARRAY * psa, void HUGEP** ppvData);  
HRESULT SafeArrayUnaccessData(SAFEARRAY * psa);  
 
This is often the preferred method when accessing elements in a loop, in the form: 
 
BSTR *pString;  
 
if(FAILED(SafeArrayAccessData(psa, &pString))  
 return - 1;  
 
for(i = 0; i < psa - >rgsabound[0].cElements; i++)  
{  
 ƛ ÏÐÅÒÁÔÅ ÏÎ ÓÔÒÉÎÇ ƛ 
}  
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SafeArrayUnaccessData(psa);  
The second way to access data is by accessing an individual element using the following functions: 
 
SafeArrayGetElement(SAFEARRAY * psa, LONG * rgIndices, void * pv);  
SafeArrayPutElement(SAFEARRAY * psa, LONG * rgIndices, void * pv);  
 
Each of these functions takes an array of indices and will either return or store the specific value in 
question. Note that internally, both functions verify the validity of the supplied indices to ensure that 
each array access is within bounds.  
 
Lastly, we should mention that SAFEARRAYs have locking mechanisms to ensure exclusive thread access 
to array data, accessed by the following two functions: 
 
HRESULT SafeArrayLock(SAFEARRAY * psa);  
HRESULT SafeArrayUnlock(SAFEARRAY * psa);  

VARIANT versus VARIANTARG 

Many of the VARIANT API functions take either a VARIANT or a VARIANTARG. Microsoft documentation 

suggests that the difference between these two values is that VARIANTs always contain direct values (ie, 

ǘƘŜȅ ŎŀƴΩǘ ƘŀǾŜ ǘƘŜ ƳƻŘƛŦƛŜǊ ±¢ψ.¸w9CύΣ ǿƘŜǊŜŀǎ ±!wL!bTARGs can. In fact, you will notice in the 

discussion of the VARIANT API further on that most of the Variant* functions take VARIANTARGs. In 

reality, these structures are actually equivalent and can be used interchangeably despite documentation 

indicating otherwise. Furthermore, a compiler error is not generated when they are used 

ƛƴǘŜǊŎƘŀƴƎŜŀōƭȅΦ όaƛŎǊƻǎƻŦǘΩǎ ŘƻŎǳƳŜƴǘŀǘƛƻƴ ƻƴ ǘƘŜƛǊ ǎǳǇǇƻǎŜŘ ŘƛǎǘƛƴŎǘƛƻƴǎ ƛǎ ŀǾŀƛƭŀōƭŜ ŀǘ 

http://msdn.microsoft.com/en-us/library/ms221627.aspx.)   

VARIANT API 

The API for manipulating VARIANTs is quite extensive, however only a few of the functions are relevant 
for the purposes of this paper, and they are discussed in this section. 

Variant Initialization and Destruction 

VARIANTs are initialized using the VariantInit() function, which has the following prototype: 
 
HRESULT VariantInit(VARIANTARG *pvarg); 
 
This function does nothing except to set the type member of the VARIANT, vt, to VT_EMPTY, indicating 
that the VARIANT holds no value. The VARIANT is later cleaned up using the reciprocal function 
VariantClear(): 
 
HRESULT VariantClear(VARIANTARG *pvarg);   
 
The VariantClear() function will also clear the vt member, as well as free any data associated with the 
VARIANT. For example, if the VARIANT contains an IDispatch or IUnknown interface (type VT_DISPATCH 
or VT_UNKNOWN respectively), then the interface will be released by VariantClear(). If the VARIANT is a 
string (VT_BSTR), it will be de-allocated, and so on. 

http://msdn.microsoft.com/en-us/library/ms221627.aspx
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Variant Manipulation 

The two primary types of operations one may perform on a VARIANT using the API are conversion and 
duplication. There are a large variety of specific conversion functions of the form VarXXFromYY(), where 
XX is the destination VARIANT type and YY is the source type. There are also generic functions for 
converting between any two VARIANT types, which are shown below. 
 
HRESULT VariantChangeType(VARIANTARG *pvargDest, VARIANTARG *pvargSrc, 
 unsigned short wFlags, VARTYPE  vt);  
HRESULT VariantChangeTypeEx(VARIANTARG *pvargDest, VARIANTARG *pvargSrc, LCID 
 lcid, unsigned short wFlags, VARTYPE vt);  
 
These two functions both perform essentially the same task ς converting pvargSrc to the type specified 
by vt, and placing the result in pvargDest. These functions will be revisited in further depth in Section 3 
of this paper. 
 
The other functions worth mentioning are those responsible for copying a VARIANT value from one 
VARIANT to another: 
 
HRESULT VariantCopy(VARIANTARG *pvargDest, VARIANTARG *pvargSrc);  
HRESULT VariantCopyInd(VARIANTARG *pvargDest, VARIANTARG *pvargSrc);  
 
These functions both clear the destination VARIANT, and then copy in the source VARIANT. They do a 

deep copy; that is, if a COM interface is copied, the reference count is incremented, and so on. The 

difference between the two functions is that VariantCopyInd() will follow an indirect reference for a 

copy (ie. if the VARIANT has the VT_BYREF modifier, the value will be dereferenced and then modified), 

whereas VariantCopy() will not. VariantCopyInd() is also recursive; if a VARIANT is received that has the 

type (VT_BYREF|VT_VARIANT), the destination VARIANT will be examined further. If it is also a 

(VT_BYREF|VT_VARIANT), an error is signaled. If it has a VT_BYREF modifier but is not a VT_VARIANT, 

this VARIANT will be passed to VariantCopyInd() again, thus retrieving the value being stored.  

COM Automation 

As mentioned previously, COM Automation facilitates the integration of pluggable components into 

scripting environments. This is primarily achieved by creating objects that implement one or both of the 

automation interfaces: IDispatch and IDispatchEx. The IDispatch interface exposes functions that are 

designed to achieve the following directives: 

1. Allow an object to be self-publishing ς ie. Advertise its properties and methods 

2. Allow methods to be called or properties to be manipulated by name, rather than direct VTable 

/ memory manipulation.  

3. Provide a unified marshalling interface for objects being passed to methods or properties, as 

well as objects being returned to the scripting host. 

By implementing IDispatch, objects can be loaded at runtime by a host application and subsequently 

manipulated without the host having to know any compile time details about the objects it is.  This 

capability is particularly useful for scripting interfaces which require extensibility.   
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The IDispatch interface is derived from IUnknown (both documented at MSDN), adding four methods as 

shown: 

       /*** IDispatch methods ***/  
    HRESULT (STDMETHODCALLTYPE *GetTypeInfoCount)( 
        IDispatch* This,  
        UINT* pctinfo);  
 
    HRESULT (STDMETHODCALLTYPE *GetTypeInfo)( 
        IDispatch* This,  
        UINT iTInfo,  
        LCID lcid,  
        IType Info** ppTInfo);  
 
    HRESULT (STDMETHODCALLTYPE *GetIDsOfNames)( 
        IDispatch* This,  
        REFIID riid,  
        LPOLESTR* rgszNames, 
        UINT cNames, 
        LCID lcid,  
        DISPID* rgDispId);  
 
    HRESULT (STDMETHODCALLTYPE *Invoke)( 
        IDispatch* This,  
        DISPID dispIdMember,  
        REFIID riid,  
        LCID lcid,  
        WORD wFlags, 
        DISPPARAMS* pDispParams, 
        VARIANT* pVarResult,  
        EXCEPINFO* pExcepInfo,  
        UINT* puArgErr);  
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If an application would like to call any of the methods or modify any of the properties exposed by the 

object, it first needs to determine the dispatch ID associated with the method it would like to call.  To 

determine this information, the application first needs to call GetIdsOfNames().  The return value is an 

integer that maps to the actual method that will be executed through the Invoke() method.  The 

Invoke() method takes the ID of the member to be executed, the arguments to the method, and some 

other information about locale, etc as arguments.  The wFlags argument passed to Invoke() defines 

whether the dispatch ID references a  method exposed by the object or a property value that it should 

either get or set.  The arguments to the method that will be executed are passed in a DISPPARAMS 

structure.  The DISPPARAMS structure is defined below: 

typedef struct FARSTRUCT tagDISPPARAMS{  
VARIANTARG FAR* rgvarg;             // Array of arguments.  
   DISPID FAR* rgdispidNamedArgs;    // Dispatch IDs of named arguments.  
   Unsigned i nt cArgs;             // Number of arguments.  
   Unsigned int cNamedArgs;          // Number of named arguments.  
} DISPPARAMS; 
 

As you can see, this structure passes the arguments to the method in an array of VARIANTs (See the 

section on VARIANTs for more detail).  This array must be unmarshalled by the called method.  In some 

cases, this can be a bit of a daunting task given the complexity of some of the VARIANT types that may 

be present in the array. 

The IDispatch interface is useful for creating automation objects whose behavior is immutable - the 

ǇǊƻǇŜǊǘƛŜǎ ŀƴŘ ƳŜǘƘƻŘǎ Ƴǳǎǘ ōŜ ƪƴƻǿƴ ŀǘ ŎƻƳǇƛƭŜ ǘƛƳŜ ŀƴŘ ǘƘŜȅ ŘƻƴΩǘ ŎƘŀƴƎŜΦ IƻǿŜǾŜǊΣ ƛƴ ǎƻƳŜ 

cases, it is desirable to have objects whose behavior could be modified at runtime, and the IDispatchEx 

interface extends IDispatch to allow this additional functionality. With IDispatchEx objects, it is possible 

to add or remove properties or methods at runtime.  This is functionality that is commonly required by 

more dynamic late-bound languages such as scripting languages (e.g. JavaScript).   
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The IDispatchEx is also derived from the IUnknown interface, adding eight methods as follows: 

HRESULT DeleteMemberByDispID( 
    DISPID id  
);  
HRESULT DeleteMemberByName( 
   BSTR bstrName,  
   DWORD grfdex 
);  
HRESULT GetDispID( 
   BSTR bstrName,  
   DWORD grfdex, 
   DISPID *pid  
);  
HRESULT GetMemberName( 
   DISPID id,  
   BSTR *pbstrName 
);  
HRESULT GetMemberProperties(  
   DISPID id,  
   DWORD grfdexFetch,  
   DWORD *pgrfdex 
);  
HRESULT GetNameSpaceParent( 
   IUnknown **ppunk  
);  
HRESULT GetNextDispID(  
   DWORD grfdex, 
   DISPID id,  
   DISPID *pid  
);  
HRESULT InvokeEx( 
   DISPID id,  
   LCID lcid,  
   WORD wFlags, 
   DISPARAMS *pdp, 
   VARIANT *pVarRes,  
   EXCEPINFO *pei,  
   IServiceProvider *pspCaller  
);  
 

While there are some differences in the way dispatch IDs are retrieved, the main changes to IDispatchEx 

are those that allow for the creation and deletion of object properties and methods.  GetDispID(), for 

example, differs from GetIdsOfNames() in that it can be told to create a new name and dispatch ID for a 

new property or method.  Additionally, you can see the methods DeleteMemberByName() and 

DeleteMemberByDispID() have been added.  In ActiveX controls that extend the IDispatchEx interface, 

the dynamic creation and deletion of members is accessible through JavaScript.   
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Interestingly, JavaScript (for Internet Explorer) itself is implemented using a modified IDispatchEx 

interface exposed by the Microsoft script engine.  Conceptually, this implementation makes sense 

because JavaScript will need to be able to create objects and add and delete members all without any 

preconceived notion of what the object may look like.  So, for example, when JavaScript creates a new 

object: 

Obj = new Object();  
 

Internet Explorer will first call the GetDispID() method for Obj ς ensuring the fdexNameEnsure flag is set 

to create the member.  It will then call its own internal version of Invoke() to call the Object() method.  

The value returned from the call to Invoke() will then become assigned to the Obj member.    

COM Persistence Overview 

COM provides two primary interfaces for manipulating an object's persistence data.  The first interface, 

IStream, represents a data stream that is used to store a single object's persisted data. It supports 

standard file operations including reading, writing, and seeking using the interface methods. The 

IStream interface abstracts the underlying storage details from the consumer of the stream. This 

abstraction allows for COM objects to implement serialization functionality without explicit knowledge 

of the underlying backing store.   This abstraction is visually depicted in Figure 12. 

 

Figure 12: Diagram representing various media that can contain the IStream 

data. 
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The second interface, IStorage, is employed when a program or COM object requires the persistence of 

multiple objects.  IStorage represents a storage file, which can hold logically separate binary streams 

inside a single file using unique names to identify each stream.  Additionally, a storage file can contain 

logically separate subordinate storage files, also accessed by unique names, thus allowing for recursion 

if it is required.  The IStorage interface provides methods that allow the programmer to access each of 

the constituent streams and subordinate storage files.  Figure 13 depicts an example of a typical storage 

file. 

 

&ÉÇÕÒÅ υχȡ !Î ÅØÁÍÐÌÅ ÏÆ Á ÓÔÏÒÁÇÅ ÆÉÌÅȭÓ ÃÏÎÔÅÎÔÓȢ 

In addition to IStream and IStorage, there are several other interfaces that can be used for manipulating 

COM persistence data, depending on the medium that contains the data.  The following is a list of 

interfaces that can store persistent object data. 

 IMoniker 

  IFile 

 IPropertyBag 

 IPropertyBag2 

COM objects support serialization by implementing one of several well-known persistence interfaces. 

Each of these persistence interfaces are specializations of the IPersist interface, which has the following 

definition: 

    MIDL_INTERFACE("0000010c- 0000- 0000- C000- 000000000046")  
    IPersist : public IUnknown  
    {  
    public:  
        virtual HRESULT STDMETHODCALLTYPE GetClassID( 
  /* [out] */ __RPC__out CLSID *pClassID) = 0;  
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    };  
 

 
Each subclass of IPersist has methods named Load() and Save(), which serialize the data and resurrect 

the data, respectively.  The differentiator between these subclasses is the type of interface that holds 

the persisted data.  Table 14 lists the persistence interfaces, and the argument type that each respective 

interface uses to hold the data.  Figure 15 visually depicts the inheritance hierarchy of these interfaces. 

Persistence Interface  Argument that Holds the Data  
IPersistFile  An LPCOLESTR that designates a standard 

file path  
IPersistMemory  An LPVOID that is a fixed - size memory 

buffer  
IPersistMoniker  An IMoniker interface  
IPersistPropertyBag  An IPropertyBag interface  
IPersistPropertyBag2  An IPropertyBag2 interface  
IPersistStorage  An IStorage interface  
IPersistStream  An IStream interface  
IPersistStreamInit  An LPSTREAM interface  

Table 14: Persistence Interfaces correlated to Data Interfaces 

When a host program wishes to serialize an object, it will query that object for a persistence interface. If 

successful, the application will then call the Save() method, passing a pointer to one of the previously-

discussed storage interfaces (IStream, IStorage, IFile, etc).   Later, when a host program wishes to 

resurrect the object from its persistent state, it will once again retrieve the object's persistence 

interface, and call the Load() method.  The object resurrected from the persistence data should be 

equivalent to the object that was previously saved.  
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Figure 15: The inheritance hierarchy of persistence interfaces. 

Implementing COM Persistence in the ATL 

Developers of COM objects are free to implement their own persistence interfaces.  If these developers 

choose to write their own code for the interface, they would manipulate the interface that stores the 

persistence data by reading and writing data in an arbitrary format.  However, most developers choose 

to use template classes provided in the Microsoft ATL, when there is template code to do so, avoiding 

the extra work it would require to implement these interfaces.  Version nine of the Microsoft ATL has 

template classes for the following persistence interfaces. 

 IPersist 

 IPersistPropertyBag 

 IPersistStorage 

 IPersistStreamInit 

The template code requires a programmer to define a series of properties, known as a property map, 

which the persistence interface will use as a boiler plate for serializing and resurrecting the object in 

question.  This property map is a terminated array of structures that list the properties for the control 

that must be serialized and resurrected, and should be made explicit enough to guarantee that the 

object, once serialized, will be equivalent to an object that is resurrected from the data.  Version nine of 

the ATL includes various macros to aid a programmer when defining these properties and include 

macros from the following list. 

 BEGIN_PROPERTY_MAP  

 BEGIN_PROP_MAP 

 PROP_ENTRY  

 PROP_ENTRY_EX 

 PROP_ENTRY_TYPE 

 PROP_ENTRY_TYPE_EX 

 PROP_PAGE 

 PROP_DATA_ENTRY 

 END_PROPERTY_MAP 

 END_PROP_MAP 
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Each of the previously mentioned macro functions take various arguments and use them to define an 

ATL_PROPMAP_ENTRY structure.  The following code is the structure definition taken from version nine 

of the ATL. 

struct ATL_PROPMAP_ENTRY 
{ 
 LPCOLESTR szDesc; 
 DISPID dispid; 
 const CLSID* pclsidPropPage; 
 const IID* piidDispatch; 
 DWORD dwOffsetData; 
 DWORD dwSizeData; 
 VARTYPE vt; 
}; 
 
The elements in the ATL_PROPMAP_ENTRY structure are all quite important to understand, and are 
summarized in Table 16. 
 
Element Name Element Purpose  
szDesc Unicode string that uniquely identifies 

the property name  
dispid  32- bit integer that uniquely identifies 

the property within the object  
pclsidPropPage  Pointer to a COM class id that identifies 

a COM class that offers a GUI interface 
to set and retrieve the property within 
the control.  

piidDispatch  Pointer to a COM interface id that 
describes an interface that inherits from 
IDispatch, which can be used to set the 
property through the Invoke method of the 
interface  

dwOffsetData  32- bit value that specifies the 
property's memory offset from the 
beginning of the object  

dwSizeData  32- bit value that specifies the number of 
bytes that have been allocated in the 
object to hold the property's data  

vt  16- bit value that specifies the 
property's type  

Table 16: A listing of the elements of the ATL_PROPMAP_ENTRY structure and the 

purpose they serve. 

The macro functions for defining properties use arguments supplied to the function to set certain 

ATL_PROPMAP_ENTRY elements, and will set others to a default state.  Depending on the elements that 

have non-default values, the template code responsible for the persistence operations will use slightly 

differing strategies when serializing and resurrecting the data.  Both BEGIN_PROPERTY_MAP and 
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BEGIN_PROP_MAP will include code that starts to define the structure; however, the former will 

automatically include X and Y position information within the property map.  END_PROP_MAP and 

END_PROPERTY_MAP are macro functions that will include a terminating ATL_PROPMAP_ENTRY 

element and end the structure definition.  Between BEGIN_PROPERTY_MAP or BEGIN_PROP_MAP, and 

END_PROP_MAP or END_PROPERTY_MAP, are ATL_PROPMAP_ENTRY instances that describe the 

properties of a COM object. 

PROP_ENTRY and PROP_ENTRY_EX both define a property using the property's name, display id, and a 

property page that can be used to set the property.  PROP_ENTRY_TYPE and PROP_ENTRY_TYPE_EX 

define the same information as PROP_ENTRY and PROP_ENTRY_EX; however they also require an 

explicit variant type that is expected when dealing with the property.  The "_EX" suffix designates that 

the macro function also expects an explicit dispatch interface id that should be used when setting or 

getting the property's value.  The PROP_DATA_ENTRY macro requires a unique string identifier for the 

property, the name of the class's member that will be used to store the property, and the type of variant 

that's expected for the property.  Internally, the PROP_DATA_ENTRY macro uses the offsetof and sizeof 

structure to explicitly define dwOffsetData and dwSizeData within the ATL_PROPMAP_ENTRY structure.  

PROP_PAGE is used to specify a COM class id that offers a GUI interface, which can manipulate the 

properties of an object. 

To help illustrate the use of property maps in C code and how properties are read from a persisted state, 

we'll briefly present an example COM object called HelloCom.  HelloCom is a simple ActiveX control that 

can store a person's first and last names.  The properties will have the following names: 

 NameFirst 

 NameLast 

The following C++ code snippet shows portions of code for the HelloCom control that are relevant  for 

implementing persistence. 

class HelloCom :  
 public  IPersistStreamInitImpl<HelloCom>, 
 public IPersistStorageImpl<HelloCom>, 
 public IPersistPropertyBagImpl<HelloCom>, 
 { 
public: 
BEGIN_PROP_MAP(HelloCom)  

 PROP_DATA_ENTRY("_cx" , m_sizeExtent.cx, VT_UI4)  

 PROP_DATA_ENTRY("_cy" , m_sizeExtent.cy, VT_UI4)  

 PROP_ENTRY("NameFirst" , 1, CLSID_HelloComCtrl)  

 PROP_ENTRY_TYPE("NameLast" , 2, CLSID_HelloComCtrl, VT_BSTR)  

END_PROP_MAP() 
}; 
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If the application is loading the persistence data from a binary stream, then the application would query 

for the IPersistStreamInit interface and would receive a vtable pointing to the IPersistStreamInitImpl 

template class.  Next, the application will call the Load() method, passing in an IStream object that will 

be used to read the persistence data.  Prior to any of the serialized data in a stream, a version number is 

stored in order to deal with backwards compatibility issues. So, the first four bytes in the stream will be 

a little-endian representation of the ATL version that was used to compile the control.  In Visual Studio 

2008, this value is 0x00000900.  As long as the value is less-than or equal-to the version of the ATL used 

to compile the control, processing can resume, otherwise, an error is signaled.   

After the versioning information has been processed, the properties themselves can then be retrieved 

from the stream. The bytes immediately after the version number in the stream in this case would be 

two 4-byte little-endian representations of the _cx and _cy elements.  Since these elements were 

declared with the PROP_DATA_ENTRY macro, these 32-bit values will be written directly to the memory 

offset in the class where the  m_sizeExtent.cx  and m_si zeExtent.cy  values reside.  

 Following these values, we will encounter the serialized representation of NameFirst.  Since NameFirst 

is declared in the property map using the PROP_ENTRY() macro, which contains no data type,  the type 

information needs to be retrieved from the stream. Therefore, the first two bytes in the stream would 

be an unsigned 16-bit value of 0x0008, representing the variant type VT_BSTR.  Next would come an 

unsigned 32-bit value specifying the length of the string.  If the name were "Example", then the value of 

this 32-bit integer specifying the size would equal 0x10; seven 2-byte characters plus a terminating null.  

The next values would be the characters that represent the name, followed by a terminating 16-bit 

value of 0x0000. NameLast would come next, and would be specified identically to NameFirst, except 

that the 16-bit variant type specifier would be absent in the stream, since the type is explicitly declared 

in the property map using the PROP_ENTRY_TYPE() macro. 

Table 17 shows an example of the stream described in the previous paragraphs, with hexadecimal 

values representing the value in the stream, an offset showing the position of the value in the stream, 

and a description of how the values should be interpreted. 

Offset  Hexadeci mal representation of 
bytes  

Description  

0x00 00 09 00 00  Version nine of the ATL  
0x04 00 01 00 00  The _cx value is 256  
0x08 00 01 00 00  The _cy value is 256  
0x0C 08 00  NameFirst is stored as a 

VT_BSTR 
0x0E 0C 00 00 00  NameFirst is 12 characters 

long  
0x12 46 00 69 00 72 00 73 00 74 00 

00 00  
NameFirst is equivalent to 
"First"  

0x1E 0A 00 00 00  NameLast is 10 bytes long  
0x22 4C 00 61 00 73 00 74 00 00 00              NameLast is equivalent to 

"Last"  
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Table 17: A listing of the elements contained in a stream for the fictitious 

HelloCom example 

COM Persistence in Microsoft Internet Explorer 

Microsoft Internet Explorer uses persistence when assigning values to properties of ActiveX objects.  The 

six main interfaces used by Internet Explorer, ordered by preference, are IPersistPropertyBag, 

IPersistMoniker, IPersistFile, IPersistStreamInit, IPersistStream, and IPersistStorage.  The browser will 

attempt to retrieve an interface pointer to each persistence interface in sequence until it is successful, 

or no interfaces have been found, at which point the operation fails. 

The first, and most familiar, persistence interface is IPersistPropertyBag.  IPersistPropertyBag has been 

specifically designed to allow persistent objects to be embedded within HTML.  Take, as an example, the 

following HTML code that embeds Microsoft Media Player within a web page. 

<OBJECT id="VIDEO" CLASSID="CLSID:6BF52A52-394A-11d3-B153-00C04F79FAA6" > 
  <PARAM NAME="URL" VALUE="MyVideo.wmv"> 
 <PARAM NAME="enabled" VALUE="True"> 
 <PARAM NAME="AutoStart" VALUE="False"> 
 <PARAM name="PlayCount" value="3"> 
 <PARAM name="Volume" value="50"> 
 <PARAM NAME="balance" VALUE="0"> 
 <PARAM NAME="Rate" VALUE="1.0"> 
 <PARAM NAME="Mute" VALUE="False"> 
 <PARAM NAME="fullScreen" VALUE="False"> 
 <PARAM name="uiMode" value="full"> 
</OBJECT> 
 
The <PARAM> tags that appear within the <OBJECT> tag represent the COM object's property names 

and persisted values.  When Internet Explorer parses a web page and encounters these PARAM tags, it 

first creates a PropertyBag class and queries for the IPropertyBag interface.  Next, it will parse the name 

and value parameters of the PARAM html tag and call the Write() method on the IPropertyBag interface, 

supplying the name and a string representation of the value for the property it has parsed.  Once 

Internet Explorer has loaded all of the PARAM tags into a property bag, it will query the COM object  (In 

the above example, a Media Player object) for an IPersistPropertyBag interface.  Internet Explorer will 

then call the Load() method of the IPersistPropertyBag interface, passing the PropertyBag that was 

parsed from the HTML.  The Load() method of the COM object will then convert the properties from a 

string representation into the object's preferred representation, and subsequently save the converted 

representation within the COM object.  This strategy is employed by Internet Explorer to resurrect the 

object from a persistent state when it encounters the above HTML. 

The reciprocal operation to the resurrection operation, serialization, is most commonly encountered 

when using the innerHTML attribute of an object.  Consider the following JavaScript code, used in the 

same web page as the above HTML. 

<script language="JavaScript"> 
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 alert(VIDEO.innerHTML); 
</script> 
 
Upon processing the previous JavaScript, the web page will alert the user with a message box with HTML 

formatted text similar to the following example: 

<PARAM NAME="URL" VALUE="./MyVideo.wmv"> 
<PARAM NAME="rate" VALUE="1"> 
<PARAM NAME="balance" VALUE="0"> 
<PARAM NAME="currentPosition" VALUE="0"> 
<PARAM NAME="defaultFrame" VALUE=""> 
<PARAM NAME="playCount" VALUE="3"> 
<PARAM NAME="autoStart" VALUE="0"> 
<PARAM NAME="_cx" VALUE="6482"> 
<PARAM NAME="_cy" VALUE="6350"> 
 
When Internet Explorer serializes an object using a PropertyBag, it first creates an instance of the 

PropertyBag class.  Next, it queries the object to be persisted for the IPersistPropertyBag interface.  

Once the interface is retrieved, Internet Explorer calls the Save() method, passing the PropertyBag class 

instance.  Finally, Internet Explorer will serialize the PropertyBag class into a format that is compatible 

with HTML standards. 

The second, less common, way of inserting persistence data into a control over Internet Explorer is 

through the use of the data parameter of the OBJECT tag.  An example of this type of persistence is 

shown in the following HTML. 

<OBJECT  
 id="VIDEO" 
 CLASSID="CLSID:6BF52A52-394A-11d3-B153-00C04F79FAA6" 
 data="./persistence_data" 
 type="application/x-oleobject" 
/ > 
 
In the example above, instead of using PARAM tags, the persistence data is communicated through the 

data parameter of the object tag.  When Internet Explorer encounters an object tag in this format, it 

follows a complex strategy to resurrect the object from the serialized data.  

Internet Explorer will first check the file name specified in the data parameter to see if the file name 

extension is equal to ".ica", ".stm", or ".ods".  If the extension is one of these, then it creates an IStream 

that can read binary data from the supplied file URL.  Internet Explorer will then create an instance of 

the object specified in the first sixteen bytes of the file, or, if those sixteen bytes are zero, the CLASSID 

parameter in the object tag and query for the IPersistStream interface.  If the interface is successfully 

retrieved, Internet Explorer will then call the Load() method of the interface, passing in the IStream.  

Next, the COM object will parse the stream and convert the binary data into the preferred 

representation of each property.  Once these operations are finished, Internet Explorer will have a fully 

resurrected COM object. 
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