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Introduction

In recent years, there has been an increased drive for client applications to deliver tailored, dynamic

content. Traditionally, this goal has been achieved by combining layout directives with scripting

capabilities that can source data antbgrammatically modify the layout (such as HTML and JavaScript).

This model has since evolved to allow a much finer grained collaboration between embedded objects,
extended layout properties, and scripting engines (including those that are utilized witibhedded
202S5S0Gax adOK Fa ! R26SQa ! OGA2y{ ONRLIIO ® tKAA YS#s
seamless user experience that spans multiple technologies.

This paper intends to explore the security implications of software interopesalaliers, focusing
specifically on several prominent web browser technologies. We will expose vast and largely unexplored
attack surfaces that are a direct result of permitting such interoperability, and discuss the unique types
of vulnerabilities that a# likely to be present in them. Furthermore, we will explore the impact that
interoperability has on security features implemented in the host application. Specifically, we will
demonstrate how these security features can often be undermined by pluggabipanents as a direct
result of trust being extended to said components. Although the paper primarily focuses on several
interoperability layers present within contemporary web browsers, much of the discussion about
vulnerability classes and auditing s&gies can be applied to a broad spectrum of software that
performs some sort of intecomponent data exchange. Some examples of such software would include
other scripting languages and plugin architectures, RPC stacks, and virtual machines.

Organization of this Paper

This paper is divided into three parts. First, there will be a brief introductory tour of the attack surface
that this paper seeks to addressSection 1 Specifically, the general browser architecturd b

examined and components relevant to attacking interoperability will be highlighted. The second part of
the paper,Section 2will then provide a technology overview that provides background information for
how interoperability works within two popular browsers: Microsoft Internet Explorer,(#)d Mozilla
Firefox. FinallySection 3will be dedicated to enumerating the classes of vulnerabilities that arise in the
identified attack surfaces, and demonstrating practical strategies for uncovering these types of
problems. A number of critical realorld vulnerabilities uncovered by the authors will be examined
throughout this last section.
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Section I: Attack Surface

Beforedelving into an irdepth discussion of targeted software layers, it is important to understand the
attack surface from a conceptual level. Figure 1 represents aléngt architecture view of the
contemporary web browser, with a breakdown of componentatthre relevant to this paper.

;i . Scripting
Implicitly Trusted Object A Engine
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\ \
Explicitly Trusted Plugin A Plugin B Plugin C

Scripting Scripting

an Engine Engine

O
o
<

\ Browser

Figure 1: Architecture Model of Contemporary Web Browsers

Figure 1 is separated into three logical layers. The first layer, the browser core, contains several

components that provide an environment for plugins to interadttwthe browser. Primarily, plugins are
O2y(iNRffSR GKNRdzZAK aONALIIAYy3A:X odzi (GKS& OFry Ffaz2 &
Model (DOM) in certain situations.

The second layer represents the plugins themselves, which are essentiattysahje browser loads to

support additional functionality, primarily by handling unique document types. Plugins are explicitly

granted or denied trust within the browser environment by the browser policy; however they

sometimes run in a separate processitext from the browser. For example, the Internet Explorer 8
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This strategy allows the plugin to maintain full trust in the browser, but possess less trust in the context

of the operating system.
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Last, there is a third layer of implicitly trusted objects, which are those that trusted pluginathsol
augment their own functionality. Since the browser explicitly extends trust to a plugin (plugin X), and the
plugin extends trust to an arbitrary object (object Y), then we can say that there is a transitive trust
relationship established between thwowser and the arbitrary object loaded by the plugin¥BX, x>

Y, therefore B> Y). We will show examples in section two of this paper that the extension of such trust
allows an attacker to utilize plugins and their trusted components to undernhiedtowser security

model. Another noteworthy part of the third layer is that some plugins create their own scripting
functionality, which in many cases can be used to interact with the scripting engines or DOM provided
by the browser. Indeed, this situati is the case for a number of popular plugins, including Adobe Flash,
Sun Java, and Microsoft Silverlight. In each case, trust is extended from the browser implicitly to allow
an attacker to gain access to functionality that each scripting languagedps\kurthermore, objects

can be exported from those scripting languages back to scripting contexts within the browser. Due to
trust transitivity, these objects might then be manipulated by not just browser scripting engines, but
also DOM functions and o¢h plugins as well, sometimes with quite unintended consequences.

Trust extension is not the only security cost of interoperability. From Diagram 1, we can see that for
each additional component to interact with each other, a communications bridge mussthblished
between the interoperating components. This is depicted in Diagram 1 byvayoarrows. These
communication bridges are, in themselves, a rather large attack surface: it is the code responsible for
marshalling data from one component to the neXhe marshalling layer performs conversions implicitly
between data structures native to the @perating components. Since this layer operates somewhat
silently, it is often overlooked when attempting to discover security flaws. In fact, there is dyraen

large volume of literature dedicated to evaluating plugin objects in browsers for security problems (with
tangible results), but very little information about examining the interoperability layers. This lack of
examination is one area that this papeill attempt to address.

Interoperability layers are a breeding ground for various unigue vulnerability classes that have been
largely unexplored previously. Due to the operations being performed, the marshalling infrastructure
often lends itself to vulnebilities related to type confusion (misse of data due to misinterpretation of

its type) and object retention (spurious reference counting issues) issues that are seldom seen in other
areas of an application. Although vulnerabilities like these have beeasionally uncovered in the past,
we will show how the popular APIs in the targeted software are particularly vulnerable, and will provide
strategies for uncovering these types of bugs in section two of this paper. It should be noted that,
although the architectures mentioned in this paper are web browsentric, these types of problems

are systemic in any software that provides platforms for collaboration between components that have
differing internal data representations.
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Section II: Technology Overview

This section provides an overview of the relevant technologies that will be used as case studies to
AffdzAGNI S GKS O2yOSLJia LINBaSyiSR Ay GKS F2tft26AY
include discussions of bothy § SN S 9 ELJ 2 NBND & , ds @ell as351- A fOf2lyGaNRH t !l tN
plugin architecturgpresent in Firefox, Google Chrome, and several otherbrowser applications). We

will explore how olgcts are represented in the common scripting languages available, how they are

marshaled and exported to plugin entry points, and how DOM interaction occurs. Lastly, we will provide

an attack surface summary for both ActiveX and NPAPI that summarizedabkeach technology will

play in the context of the stated attack surface.

Microsoft ActiveX

' OGABS: Aa | (SOKy2f238 RSNADGSR FTNRBY aAONRaz2ftiQa
be exposed to runtime engines (such as JavaScript B&dnpt) to provide additional capabilities to the

host application. Understanding the types of vulnerabilities that will be explored in section three of this

paper requires an Hilepth understanding of some of the COM / Automation architecture. As sueh, w

will present an overview of the relevant technologies in this section. We will also explore the concept of
épersistentobjects * g KA OK | NB &aSNALIFfAT SR /ha 2062S8S00a GKIFG
pages. It will be shown section threehow persistent COM objects can be used to not only target

vulnerabilities in various COM marshalling components, but also undermine browser security features in
certain scenarios.

Plugin Registration

ActiveX controls are gecialization of COM objects, and as such have an entry within the system

registry describing the relevant instantiation information. Like any other COM object, each ActiveX

object is identified by a globally unique Class ID (CLSID), and is locatetkigigtrg at

HKEY_CLASSES RO{OSIH<CLSID>}. Objects can also be installed on-asmrbasis, using the
HKEY_CURRENT_USER portion of the registry. Since COM objects are used so pervasively throughout the
Windows OS, Internet Explorer (IE) needs a wagsiricting which COM objects are allowed to be

launched through the web browser. The semantics of the safety mechanisms have gradually become

more granular over time, and will briefly be described here.

ActiveX Plugins: Safety Controls

IE has several nghanisms for determining whether an ActiveX object has permission to run. Safety
permissions for controls are divided into two categories: initialization and scripting. Initialization safety
refers to whether or not the control is allowed to be instantidteased on data from a persistent COM
stream (discussed in depth shortly). Scripting safety refers to whether the control may be manipulated
via scripting APIs exposed at runtime. A complete overview of ActiveX security controls is available from
Microsoftat http://msdn.microsoft.com/enus/library/bb250471(VS.85).aspwhich is where most of

the information in this section that wasn't reverse engineered is derived from.
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Registry @ntrols

The first and most weknown method to mark a control as Safe For Scripting (SFS) or Safe For

Initialization (SFI) is to add specific subkeys below the entry for the control in the registry. Two values

Oy 6S FRRSR dzyRSNJ (&8 atzy1BEYSFIBRNI I iKRS20R2 %0 NP f
These values areDD958019882-11CFIFA900AA006C42CLATID _SafeForScripting) aiaD95802
988211CFIFA900AA006C42CALATID_SafeForlnitialization) respectively. Figure 2 shows an example

of a control using these categories.
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I 1T AOEAA AO O3 AEA

&SECOOA ¢oq ! AOEOAS AT 1 OOI
TCd j3&3q

3AOEDOE
Controls may programmatically registhemselves for these categories using the
StdComponentCategoriesMgr object. The ICatRegister interface contains a RegisterClassimplCategories()

method, which can be used to manipulate the category registration information for any given COM
object. Interndly, the StdComponentCategoriesMgr updates the registry with the above information.

Internet Explorer utilizes the StdComponentCategoriesMgr object as well, but for enumeration rather
than registration. The ICatinformation interface provides a functionethisClassOfCategories(), which
IE can call to determine if a control is SFS or SFI. Again, this operation internally queries the above
mentioned registry location to determine which controls the object implements.

Component category management is treaiaddepth athttp://msdn.microsoft.com/en
us/library/ms692689(VS.85).aspx
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IObjectSafety Control

An alternative method exists to mark a control as SFS or SFI. An ActiveX @mpalvide support for
either of these safety restrictions by implementing the 10bjectSafety interface. In this scenario, the
security capabilities for the control can be obtained by calling the
IObjectSafety::GetInterfaceSafetyOptions() method, whichthedollowing prototype.

HRESULT IObjectSafety::GetInterfaceSafetyOptions(
REFIID riid,
DWORD *pdwSupportedOptions,
DWORD *pdwEnabledOptions

);

This function will be called by IE to determine the supported set of safety options. If the interface
appears to support the security options, |E will then call the SetinterfaceSafetyOptions() method of the
IObjectSafety interface with the options that it would like the object to enforce.
SetinterfaceSafetyOptions has the following prototype.

HRESULTODbje ctSafety::SetinterfaceSafetyOptions(
REFIID riid ,
DWORBDwOptionSetMask,,
DWORBwEnNabledOptions

);

If SetinterfaceSafetyOptions() returns successfully, then the application can use the COM object
knowing that the object intends to ughe security options requested. The added value of this API over
COM categories is that a control can offer more granular control over how it is used, since it is able to
specify different security settings for different interfaces, based on which interihwas specified in

the riid parameter for the method calls. Also, the I0bjectSafety interface can execute native code to
determine if the application that is creating the object can do so safely. A specific example of this type
of functionality is tle SiteLock template code provided by Microsoft. This template code allows the
programmer to restrict ActiveX controls to a piletermined list of URLSs.
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ActiveX Killbits

IE also implements an override to the standard safety features, allowing admiaisttatspecifically

ban the instantiation of selected controls within the browser. This is achieved by adding a subkey into

the HKEY_LOCAL_MACHSEHwara Microsoft\ Internet ExplorevActiveX Compatibility registry

location. The subkey added must have @IeSID of the control in question, and contain the DWORD

GFtdzS a/2YLI GAoAfAGE Cfl3Jaes gKAOK KlFra GKS alAftfo
control with the killbit set.

& Registry Editor -0l =l
File Edit Wiew Favaorites Help
-] Internet Domains | | rame | Tvpe | Data

= |

E‘D Internet Explarer [ab]{ Def ault) REG 52 {value not set
{1 AboutlURLs %] Compatibility Flags  REG_DWORD 0%00000400 (1024)|
{1 Activex Compatibility
: {11 {00000032-9593-4264-8629-930B3E4EDCCD}
400000566-0000-0010-8000-004A00602EA4
{11 {00020000-0000-0000-C000-000000000048}
{11 {00020420-0000-0000-CO00-000000000046}
{1 {0002042 1-0000-0000-C000-000000000046}
{11 {00020422-0000-0000-CO00-000000000046}
. {1 {00020423-0000-0000-C000-000000000046 ) -
H E
o™

| 1 |

|My ComputeriHKEY _LOCAL_MACHIME|SOFTWARE MicrosoftiInternet Exploreriactivex Compatibility){00000S66-0000-0010-5000-00AA00602EA4

ail=

Figure 3: ActiveX Killbits in IE

When an application wishes to temine if the killbit is set, it will call th€ompatFlagsFromClg)d
function, which is exported from urlmon.dll. CompatFlagsFromClsid() has the following prototype:

HRESULT CompatFlagsFromClsid(
CLSID *pclsid,
LPDWORD pdwCompatFlags,
LPDWORD pdwMiscStatusFlags

When the application calls this function, it will pass in the CLSID of the COM object it is interested in, and
two DWORD pointers whose value will be equal to the compatibility and miscellaneous OLE flags for the
object uponthe successful return of the function. The application will then test to see if the 0x400 bit is
set to determine if the control has the killbit set.

If the Killbit is set, then an entry may appear in the registry for an alternate class id. Thistalttasa

id will be used in lieu of the original class id within Internet Explorer. Figure 4 shows a registry entry for
a class id that uses an alternate class id. When dealing with the control in Figure 4, Internet Explorer will
transparently translateequests for COM objects with a class id4ifB23C28188E4E5CACE?2
BBOBBABEQ9HB}the class id 0f52A2AAAB8504187-97EA8C30DB990436}
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Figure 4: COM object with an alternate CLSID

Preapproved List / ActiveX Optin

Microsoft introduced a featurealled ActiveX Opih with Internet Explorer 7. ActiveX Giptis designed
to reduce the attack surface of the browser by prompting the user before a web page is allowed to
instantiate an object that hasn't been loaded before in Internet Explorer, or Wimstalled by the user
through Internet Explorer. Figure 5 shows the relevant area of the registry:
HKEY_LOCAL_MACHBwaraMicrosoft Windows CurrentVersiokExt PreApproved.

2" Reqistry Editor =101 x|

File Edit Wiew Fawarites Help

-1 Explarer

=123 Ext

=k Predpproved

- a {0ZEFZ505-3C 17-4623-6C60-034553AB0DCEE
- Q {166B1BCA-3FIC-11CF-3075-444553540000}

- Q {19916E01-B44E-4E31-94 444596046 1576

- Q {233C1507-6A77-4604-9443-F57 1 FO450253}
- Q {2933BFI0-7B36-1102-620E-00C04F953E60}

- Q {2933BF94-7E36-11d2-620E-00C04F 98 3E60}

- Q {3050F519-9365-11CF-BEE2-00AA00BDCEOE}
- D {333C7BC4-460F-1100-BC04-0030C70S5A53;

- Q {37 3954C9-B845-4496-91E7-45ACE3036ADE} LI 4 | | _pI

My ComputetiHKEY _LOCAL_MACHIMNENSOFTWARE MicrosoftiWindows CurrentVersion| ExtiPrefpproved| {02BF25D5-3C1 7-4823-BC80- 2

Figure 5: Excerpt of the preapproved list

In a base installation of Winels there are a number of controls already on the preapproved list.
However, there are far more controls that are safe for scripting or initialization that do not appear on
this list. This functionality makes it more desirable to find flaws in controtkistiist, rather than flaws

in other controls.

Per-User ActiveX Security

IE8 introduced a series of additional security capabilities related to secure browsing, including some
refinements to ActiveX. Before these capabilities were added, control pgongsthat could be
configured were configured on a parachine basis. The new capabilities extend therpachine killbit
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to a peruser level of granularity, and expand upon ActiveXxiogty allowing Optn functionality based
on the user and the domain

Traditionally, Killbits have been used to effectively ban the instantiation of a control systéen This

model is problematic in scenarios where a single user on a system of many users required the use of a
particular control, but no others required itMicrosoft expanded upon killbits by introducing the

registry key HKEY_ CURRENT \$8RaraMicrosoft Windows CurrentVersiokExt Setting${CLSID},

where CLSID is the class id of the ActiveX control to restrict. By setting the Flags value of thisey B

a control will be restricted for a single user. Figure 6 shows the Tabular Data Control disabled in this area
of the registry.

;;.-' ' Registry Editor ;Iglil

File Edit WYiew Favarites Help

-] Security Center ;I Mame Type | Diaka
{1 Speech [ab]{Default) REG_SZ fwalue not set)
-] SystemCertificates 5] Flags REG_DWORD 000000001 (1)
B WisualStudio [ab]version REG 57 #
-0 WaB =
=1 windows
EI{:l Currentiersion
{1 App Management J
=1 Applets
{1 Contrals Folder
=7 Explorer
B Ext
ED Settings
a {333CTBC4-460F-1 1DEI—BCEI4—EIDSEIC?055F\83}-I
1 14ebaorr4-7r7o-4a0r-ohad-2or0zeadedber
D {4EDCBZEC-D24C-4e72-AF07-BEFEE29ACODET
LT R4 451 PR-ROTA-451 n-.D.ﬂI')F!-F('FI’JFRRFFHR(I'!- ILI
»

o ‘| |

|Mv ComputeriHKEY _CURREMT _USERYSoftwareiMicrosofthwindowsi Currentversion|Ext) Settings){333C7EC4-460F-1 1 D0-BC04-0080C7055A53;

| A

Figure 6: Example of a control restricted from a single user

Restricting ActiveX controls to certain domains allows ther io have more granular control over

ActiveX security. Originally, SiteLock was the only method that allowed domain restriction, which was

not configurable by the end user. This new+demain restriction is managed in the registry by adding

keys for spcific allowed domains to
HKEY_CURRENT_USBERvara Microsoft Windowd CurrentVersiokExt Statd {CLSID}exploré Allowe
R52YlIAyao ! 1Se& F2NJIff R2YFAya OFy 6S IFRRSR KSNXB
domain.

PerDomain optin controls reluce the attack surface by requiring the user to approve the use of an
ActiveX control before it is ran in the context of an unfamiliar domain. In effect, this would require an
attacker to insert malicious web content onto a trusted domain in order toegiitiously exploit the
ActiveX control. Figure 7 shows the Tabular Data Control configured to run within the microsoft.com
domain without prompting.
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Figure 7: Example of a control approved to be run from the Microsoft.com domain

Internet Explorer Permission GUI
In addition to providing restriction capabilities, Microsoft enhanced the Internet Explorer Ul by adding
an interface that allows the user to easily configure ActiveX control permissions without having to
modify the registry. Figure 8 shows htwaccess the Addn Manager interface, and Figure 9 shows

how to find DLLs that are allowed to run in the browser without permission.

,"f Blank Page - Windows Internet Explorer

@\—F: hd |g, about:blank

=10l |
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Figure 8: Navigating to the Adeébn Manager
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Manage Add-ons x|

Yiew and manage yvour Internet Explorer add-ons

MName | Publisher = | Status | File | In folder | YWers -~
Microsoft Corporation

-on Types

XML Data Source Object Microsoft Corporation Enabled rmsxmilz.dl CAWINDOWS)syste,,, 8,107
Free Threaded XML DOM Doc,..  Microsoft Corporation Enabled  mmszmi2.di CUWINDOWSheyste,,, 2,10
¥ML Data Source Ohject 3.0 Microsoft Corporation Enabled  mszmi3.dl CUWINDOWShsyste.,. 8,10

£ InPrivate Filteri ¥SL Template 2.0 Microsoft Carparation Enabled  msxrmi3.di COWINDOWSsyste,,,  8.10
XML HTTP 3.0 Microsoft Corporation Enabled  mmswml3.dl CUWINDOWShsyste,,, 8,10
¥ML Schema Cache 3.0 Microsoft Corporation Enabled  msxzmi3.dl CHUWIMNDOWShsyste,,, 8,10
Free Threaded XML DOM Doc...  Microsoft Corporation Enabled  rmszmi2.dl COWINDOWSheyste,,, 2,10

Show: ¥ML DOM Document 3.0 Microsoft Corporation Enabled  mszmi3.dl CWINDOWShsyste,,. 8,10

Run without permission EI 4 - e : | 2 _’I_I

Al add-ons *

Currently loaded add-ons

Fun withiout permission

Find rmore toolbars and extensions. .. a
Learn mare about toolbars and extensions [eE

Figure 9: Operations to display controls that will run without permission

ActiveX Safety WrapUp

ActiveX has many methods to restrict which controls may load, and how they can be acted upon under a
given context. One reason may very well be that, as interoperability has increased in applications, so
too has opportunities fortackers. Under this premise, ActiveX security has evolved in an attack
response fashion and has led to a somewhat fractured security architecture. In later sections, we'll
show an attack that allows some of these restrictions to be bypassed, mosthesslaof Microsoft

adding security features to the browser in anlaak fashion rather than having established a robust
security architecture from the outset.
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COM Overview

COM is an architectural standard that mandates a language agnostic representation of objects, and
facilitates interaction between these objects. Microsoft uses COM as a fundamental building block in
many of their premier technologies. It is pervasivehait flagship Windows Operating System, and also
utilized extensively by many other peripheral products, such as Internet Explorer and Office. In the first
section entitledVariants we will discuss the fundamental, language @it data types that COM uses

to communicate and the APIs used to manipulate them. Variants will be explored in order to provide
the reader with more context for the types of vulnerabilities that this paper focuses on. Following
variants is a section ¢itled COM Automationwhich discusses the subset of COM objects that can be
readily exposed to scripting runtime environments, collectively known as ActiveX controls. Finally, in the
section entitledCOM Persistence Overviewe will discuss the concept of persistendhe ability to

serialize the current state of a COM object and subsequently resurrect that object at a later time. The
use of persistence will be explored in thentext of potentially hostile environments, where the

serialized objects may originate from untrusted sources (such as malicious web pages or office
documents).

Variants

VARIANTS are one of the key data structures utilized throughout the Windows platform for representing
arbitrary data types in a standardized format. In particular, they are an integral part of COM, and are
employed to exchange data between two or more coumicating objects. The VARIANT data structure

is a relatively simple oneit is composed of a type and a value, and is defined in OAldl.h in the Windows
SDK as shown.

struct __tagVARIANT
{
VARTYPE vt;
WORD wResvedl;
WORD wReserved?2;
WORD wReserveds3;
union
{
BYTE bVal;
SHORT iVal;
FLOAT fltval;
DOUBLE dblVal;
VARIANT_BOOL boolVal;

X Y2NB StSySyidaa X
BSTR bstrval;
IUnknown *punkVal;

IDispatch *pdispVal,
SAFEARRAY *parray;
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VARIANT_BOOL *pboolVal;
_VARIANT_BOOL *pbool;
SCODE *pscode;
CY *pcyVal;
DATE *pdate;
BSTR *pbstrVal;
VARIANT *pvarVal;
PVOID byref;
}  __ VARIANT_NAME 1;

b

The value contained by a VARIANT can be onevaffiety of different types, and so only has meaning
when given context by the vt member, which indicates the type. There are quite a large number of basic
types that can be represented by a VARIANT. Some of the more common ones are shown in Table 10.

Type Name Value Union Contains
VT_EMPTY 0x0000 Undefined
VT_NULL 0x0001 NULL value
VT 12 0x0002 Signed (2 - byte) short
VT _l4 0x0003 Signed (4 - byte) integer
VT_R4 0x0004 Signed (4 - byte) real
(float)
VT_RS8 0x0005 Signed large (8 - byte) real
(double)
VT _BSTR 0x0008 String; Pointer to a BSTR
VT_DISPATCH 0x0009 Pointer to an IDispatch
interface (automation
object)
VT_ERROR 0x000A Error code (4 - byte integer)
VT_BOOL 0x000B Boolean (2 - byte short)
VT_VARIANT 0x000C Pointer to another VARIANT
VT_UNKNOWN 0x000D Pointer to an IlUnknown
interface (any COM object)
VT_I1 0x0010 Signed (1 - byte) char
VT_Ull 0x0011 Unsigned (1 - byte) char
VT _UI2 0x0012 Unsigned (2 - byte) short
VT _Ul4 0x0013 Unsigned (4 - byte) integer
VT_RECORD 0x0024 Pointer to an IRecordinfo

interface (used to
represent user - defined data

types)
Table 10: VARIANT Basic Types

As can be seen in Table 10, all of the basic data types can be represented as a variant, in addition to a
variety of COM interface types such as IUnknown and IDispatetidoes. Furthermore, useatefined

types are supported through the use of the IRecordinfo COM interface. This interface provides functions
to define custom object sizes and marshallers so that any arbitrary data structure can be represented.
The listed typs are only a subset of all the supported VARIANT types. A complete list of all of the
available types can be found in wtypes.h located within the Windows SDK.
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In addition to basic variant types, there are several modifiers that, when used in conjundtioa basic

type, alter the meaning of what is contained within the _ VARIANT_NAME_1 union. Modifiers cannot be
used on their own; they are specifically designed to provide additional context to a basic type. They are
used by combining the modifier valger values) with that of the basic type. The modifiers and their
respective meanings are summarized in Table 11.

Modifier Name Modifier Value Value
VT_VECTOR 0x1000 Value points to a simple
counted array (Rarely used)
VT_ARRAY 0x2000 Value points to a SAFEARRA'
structure
VT_BYREF 0x4000 Value points to base type,

instead of containing a
literal of the base type

Table 11: VARIANT Modifier Types

As can be seen in the tables, basic types are all below OxOFFF, and modifiers at@tsiailes larger

than OXOFFF. So, by augmenting a basic type with a modifier using simplaskihg operations, a new,

complex type is formed. For example, a VARIANT containing an array of strings would have the type
VT_ARRAY|VT_BSTR, and the value member would poii8A6BARRAY where each member was a

BSTR. (SAFEARRAY s will be examined in more depth momentarily.) A VARIANT could represent a pointer
to a signed integer by having the type VT_BYREF|VT_l4. The VT_BYREF modifier may also be used in
conjunction with one of th other modifiers, so a VARIANT could have the type
(VT_BYREF|VT_ARRAY|VT_BSTR). In this case, the value member would point to a SAFEARRAY pointer,
whose members are all of type BSTR.

Safe Arrays

Arrays are a common data construct utilized by COM, anghiagent in VARIANTS that contain the

VT_ARRAY modifier in the vt field. In this case, a SAFEARRAY is used to encapsulate a series of elements
of the same data type, and can be manipulated through the SafeArray API for safely accessing the

members of the alay without needing to worry about boundaries and other administrative problems

associated with array access. Although they are most often used to represent an array with just a single
dimension, SAFEARRAYSs are also capable of representingdimatisiond arrays of potentially

RAFFSNRAYI RAYSyairzy aiai Sa o02F0Sy NBFSNNBR G2 Fa a
defined in OAIldIl.h in the Windows SDK, and is shown below.

typedef struct tagSAFEARRAY
{
USHORT cDims;
USHORT fFeatures;
ULONG cbElements;
ULONG cLocks;
PVOID pvData;
SAFEARRAYBOUND rgsabound[ 1 |;
} SAFEARRAY;
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Elements contained within a SAFEARRAY are cbElements in size, and are stored contiguously in an area
of memory, pointed to byhe pvData member. An array of SAFEARRAYBOUND structures follows the
SAFEARRAY descriptor in memory, with each SAFEARRAYBOUND structure describing a single dimension
of the array. The SAFEARRAYBOUND structure is constructed as follows:

typedef struct tagS ~ AFEARRAYBOUND

{
ULONG cElements;
LONG ILbound;

} SAFEARRAYBOUND;

Simply put, the ILbound member indicates the lower bound of the described dimension, and the
cElements member indicates how many members exist within that dimension.

TheSAFEARRAY API is relatively extensive, so we will consider the most common API functions required
for manipulation of these structures. The first two functions are for initialization and destruction, and
are the complement of each other:

SAFEARRAY *SafeArayCreate(VARTYPE vt, UINT cDims, SAFEARRAYBOUND *
rgsabound);

HRESULT SafeArrayDestroy(SAFEARRAY * psa);

These functions are used to create and destroy an array respectively. When the array is created, the

data type of each array member is designatad well as the number of the dimensions of the array.
¢KSaS LINPLISNIASE INB 020K AYYdzitofST I {! C9! ww!
modified after creation.

There are two different ways of accessing data in arrays. The first way isaggetter to the memory
where all of the elements reside, and is done using the following functions:

HRESULT SafeArrayAccessData(SAFEARRAY * psa, void HUGEP** ppvData);
HRESULT SafeArrayUnaccessData(SAFEARRAY * psa);

This is often the preferred methodhen accessing elements in a loop, in the form:

BSTR *pString;

if(FAILED(SafeArrayAccessData(psa, &pString))
return -1;

for(i=0; i< psa - >rgsabound[0].cElements; i++)

i A T DPAOAOGA 11 OOOEIT C A

V-1 Attacking Interoperability pg.16

Q



SafeArrayUnaccessData(psa);
The second way to accedata is by accessing an individual element using the following functions:

SafeArrayGetElement(SAFEARRAY * psa, LONG * rgindices, void * pv);
SafeArrayPutElement(SAFEARRAY * psa, LONG * rgindices, void * pv);

Each of these functions takes an array ofiaged and will either return or store the specific value in
guestion. Note that internally, both functions verify the validity of the supplied indices to ensure that
each array access is within bounds.

Lastly, we should mention that SAFEARRAYs havegaukichanisms to ensure exclusive thread access
to array data, accessed by the following two functions:

HRESULT SafeArrayLock(SAFEARRAY * psa);
HRESULT SafeArrayUnlock(SAFEARRAY * psa);

VARIANT versus VARIANTARG

Many of the VARIANT API functions take either a VARIANT or a VARIANTARG. Microsoft documentation
suggests that the difference between these two values is that VARIANTSs always contain direct values (ie,
GKSe OFyQi KIF@S (KS Y2 RATARGS dih. indadgt, youwdl @iicE inthé& SNBE I a4 =+
discussion of the VARIANT API further on that most of the Variant* functions take VARIANTARGS. In

reality, these structures are actually equivalent and can be used interchangeably despite documentation
indicatingotherwise. Furthermore, a compiler error is not generated when they are used
AYUGSNOKFIy3ISlIofed 6aAONRPa2F¥0iQa R20dzYSyidladAazy 2y GK
http://msdn.microsoft.com/enus/library/ms221627.aspx

VARIANT API
The API for mapulating VARIANTS is quite extensive, however only a few of the functions are relevant
for the purposes of this paper, and they are discussed in this section.

Variant Initialization and Destruction
VARIANTS are initialized using the VariantlInit() function, which has the following prototype:

HRESULT VariantInit(VARIANTARG *pvarg);

This function does nothing except to set the type member of the VARIANT, vt, to VT_HEiMRaNN§

that the VARIANT holds no value. The VARIANT is later cleaned up using the reciprocal function
VariantClear():

HRESULT VariantClear(VARIANTARG *pvarg);

The VariantClear() function will also clear the vt member, as well as free angssateiated with the

VARIANT. For example, if the VARIANT contains an IDispatch or IlUnknown interface (type VT_DISPATCH

or VT_UNKNOWN respectively), then the interface will be released by VariantClear(). If the VARIANT is a
string (VT_BSTR), it will be-dléocated, and so on.
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Variant Manipulation

The two primary types of operations one may perform on a VARIANT using the API are conversion and
duplication. There are a large variety of specific conversion functions of the form VarXXFromYY(), where
XX is the dstination VARIANT type and YY is the source type. There are also generic functions for
converting between any two VARIANT types, which are shown below.

HRESULT VariantChangeType(VARIANTARG *pvargDest, VARIANTARG *pvargSrc,
unsigned short wFlags, VARTYPE  wt);

HRESULT VariantChangeTypeEx(VARIANTARG *pvargDest, VARIANTARG *pvargSrc, LCID
Icid, unsigned short wFlags, VARTYPE vt);

These two functions both perform essentially the same tasknverting pvargSrc to the type specified
by vt, and placing theesult in pvargDest. These functions will be revisited in further dep8ettion 3
of this paper.

The other functions worth mentioning are those responsible for copying a VARIANT value from one
VARIANT to another:

HRESULT VariantCopy(VARIANTARG *pvargDest, VARIANTARG *pvargSrc);
HRESULT VariantCopyInd(VARIANTARG *pvargDest, VARIANTARG *pvargSrc);

These functions both clear the destination VARIANT, and then copy in the source VARIANT. They do a
deep copy; that isif a COM interface is copied, the reference count is incremented, and so on. The
difference between the two functions is that VariantCopyInd() will follow an indirect reference for a

copy (ie. if the VARIANT has the VT_BYREF modifier, the value wikfeeedered and then modified),
whereas VariantCopy() will not. VariantCopyInd() is also recursive; if a VARIANT is received that has the
type (VT_BYREF|VT_VARIANT), the destination VARIANT will be examined further. If it is also a
(VT_BYREF|VT_VARIANTgraor is signaled. If it has a VT_BYREF modifier but is not a VT_VARIANT,
this VARIANT will be passed to VariantCopyInd() again, thus retrieving the value being stored.

COM Automation

As mentioned previously, COM Automation facilitates the integratignuggable components into
scripting environments. This is primarily achieved by creating objects that implement one or both of the
automation interfaces: IDispatch and IDispatchEx. The IDispatch interface exposes functions that are
designed to achieve thllowing directives:

1. Allow an object to be selffublishingc ie. Advertise its properties and methods

2. Allow methods to be called or properties to be manipulated by name, rather than direct VTable
/ memory manipulation.

3. Provide a unified marshalling inface for objects being passed to methods or properties, as
well as objects being returned to the scripting host.

By implementing IDispatch, objects can be loaded at runtime by a host application and subsequently
manipulated without the host having to knoany compile time details about the objects itis. This
capability is particularly useful for scripting interfaces which require extensibility.
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The IDispatch interface is derived from IUnknown (both documented at MSDN), adding four methods as
shown:

/*** |Dispatch methods ***/
HRESULT (STDMETHODCALLTYPE *GetTypelnfoCount)(
IDispatch* This,
UINT* pctinfo);

HRESULT (STDMETHODCALLTYPE *GetTypelnfo)(
IDispatch* This,
UINT iTInfo,
LCID Icid,
IType Info** ppTInfo);

HRESULT (STDMETHODCALLTYPE *GetIDsOfNames)(
IDispatch* This,
REFIID riid,
LPOLESTR* rgszNames,
UINT cNames,
LCID lcid,
DISPID* rgDispld);

HRESULT (STDMETHODCALLTYPE *Invoke)(
IDispatch* This,
DISPID displdMember,
REFIID riid,
LCID Icid,
WORD wFlags,
DISPPARAMS* pDispParams,
VARIANT* pVarResult,
EXCEPINFO* pExceplnfo,
UINT* puArgErr);
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If an application wuld like to call any of the methods or modify any of the properties exposed by the
object, it first needs to determine the dispatch ID associated with the method it would like to call. To
determine this information, the application first needs to calti@eOfNames(). The return value is an
integer that maps to the actual method that will be executed through the Invoke() method. The
Invoke() method takes the ID of the member to be executed, the arguments to the method, and some
other information aboutdcale, etc as arguments. The wFlags argument passed to Invoke() defines
whether the dispatch ID references a method exposed by the object or a property value that it should
either get or set. The arguments to the method that will be executed are passeDISPPARAMS
structure. The DISPPARAMS structure is defined below:

typedef struct FARSTRUCT tagDISPPARAMS{

VARIANTARG FAR* rgvarg; /I Array of arguments.
DISPID FAR* rgdispidNamedArgs; /l Dispatch IDs of named arguments.
Unsigned i nt cArgs; /I Number of arguments.
Unsigned int cNamedArgs; /I Number of named arguments.

} DISPPARAMS;

As you can see, this structure passes the arguments to the method in an array of VARIANTS (See the
section on VARIANTSs for matetail). This array must be unmarshalled by the called method. In some
cases, this can be a bit of a daunting task given the complexity of some of the VARIANT types that may
be present in the array.

The IDispatch interface is useful for creating autaorabbjects whose behavior is immutablthe
LINRLISNIASE FYR YSUK2R&A& Ydzad 0SS 1y26y G O2YLIKES 0
cases, it is desirable to have objects whose behavior could be modified at runtime, and the IDispatchEx
interface exends IDispatch to allow this additional functionality. With IDispatchEx objects, it is possible

to add or remove properties or methods at runtime. This is functionality that is commonly required by

more dynamic latbound languages such as scripting leexges (e.g. JavaScript).
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The IDispatchEx is also derived from the lUnknown interface, adding eight methods as follows:

HRESULT DeleteMemberByDispID(
DISPID id
JE
HRESULT DeleteMemberByName(
BSTR bstrName,
DWORD grfdex
);
HRESULT GetDisplD(
BSTR bstrName,
DWORD grfdex,

DISPID *pid

)i

HRESULT GetMemberName(
DISPID id,
BSTR *pbstrName

);

HRESULT GetMemberProperties(
DISPID id,
DWORD grfdexFetch,
DWORD *pgrfdex

)i

HRESULT GetNameSpaceParent(
IUnknown **ppunk

);

HRESUL TGetNextDisplD(
DWORD grfdex,
DISPID id,
DISPID *pid

);

HRESULT InvokeEXx(
DISPID id,
LCID Icid,
WORD wFlags,
DISPARAMS *pdp,
VARIANT *pVarRes,
EXCEPINFO *pei,
IServiceProvider *pspCaller

);

While there are some differencas the way dispatch IDs are retrieved, the main changes to IDispatchEx
are those that allow for the creation and deletion of object properties and methods. GetDisplD(), for
example, differs from GetldsOfNames() in that it can be told to create a new aadhdispatch ID for a

new property or method. Additionally, you can see the methods DeleteMemberByName() and
DeleteMemberByDispID() have been added. In ActiveX controls that extend the IDispatchEXx interface,
the dynamic creation and deletion of membeéssaccessible through JavaScript.
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Interestingly, JavaScript (for Internet Explorer) itself is implemented using a modified IDispatchEx
interface exposed by the Microsoft script engine. Conceptually, this implementation makes sense
because JavaScript inileed to be able to create objects and add and delete members all without any
preconceived notion of what the object may look like. So, for example, when JavaScript creates a new
object:

Obj = new Obiject();

Internet Explorer will first call the GetDisplD() method for Q&psuring the fdexNameEnsure flag is set
to create the member. It will then call its own internal version of Invoke() to call the Object() method.
The value returned from the call to Invefj will then become assigned to the Obj member.

COM Persistence Overview

COM provides two primary interfaces for manipulating an object's persistence data. The first interface,
IStream, represents a data stream that is used to store a single ohjecsisted data. It supports

standard file operations including reading, writing, and seeking using the interface methods. The
IStream interface abstracts the underlying storage details from the consumer of the stream. This
abstraction allows for COM objexto implement serialization functionality without explicit knowledge

of the underlying backing store. This abstraction is visually depicted in Figure 12.

Local File

HTTP File

( IStream

Memory Stream

SMB File

Figure 12: Diagram representing various media that can contain the IStream
data.

V-1 Attacking Interoperability pg.22



The second imrface, IStorage, is employed when a program or COM object requires the persistence of
multiple objects. IStorage represents a storage file, which can hold logically separate binary streams
inside a single file using unique names to identify each stre@dditionally, a storage file can contain
logically separate subordinate storage files, also accessed by unique names, thus allowing for recursion
if it is required. The IStorage interface provides methods that allow the programmer to access each of
the mnstituent streams and subordinate storage files. Figure 13 depicts an example of a typical storage
file.

IStream IStream
B P IStorage IStorage
IStorage ) .
T IStream J
&ECOOA vuvxd '1T AgAipPI A T &£ A O0O1 OACA

In addition to IStream and IStorage, there are several other interfaces that can be usedfpulaiing
COM persistence data, depending on the medium that contains the data. The following is a list of
interfaces that can store persistent object data.

IMoniker

IFile
IPropertyBag
IPropetyBag?2

COM objects support serialization by implementing ohseveral weltknown persistence interfaces.
Each of these persistence interfaces are specializations of the IPersist interface, which has the following
definition:

MIDL_INTERFACE("0000010€0000- 0000- CO00- 000000000046")
IPersist : public [lUnknown

{
public:
virtual HRESULT STDMETHODCALLTYPE GetClassID(
/* [out] */ __RPC__out CLSID *pClassID) = 0;
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Each subclass of IPersist has methods named Load() and Save(), which serialize the data and resurrect
the data, respectivelyThe differentiator between these subclasses is the type of interface that holds

the persisted data. Table 14 lists the persistence interfaces, and the argument type that each respective
interface uses to hold the data. Figure 15 visually depicts theitahee hierarchy of these interfaces.

Persistence Interface Argument that Holds the Data

IPersistFile An LPCOLESTR that designates a standard
file path

IPersistMemory An LPVOID that is a fixed - size memory
buffer

IPersistMoniker An IMoniker interface

IPersistPropertyBag An |IPropertyBag interface

IPersistPropertyBag2 An |IPropertyBag? interface

IPersistStorage An IStorage interface

IPersistStream An |Stream interface

IPersistStreaminit An LPSTREAM interface

Table 14: Persistence Interface®rrelated to Data Interfaces

When a host program wishes to serialize an object, it will query that object for a persistence interface. If
successful, the application will then call the Save() method, passing a pointer to one of the previously
discussed strage interfaces (IStream, IStorage, IFile, etc). Later, when a host program wishes to
resurrect the object from its persistent state, it will once again retrieve the object's persistence
interface, and call the Load() method. The object resurrecten fitte persistence data should be
equivalent to the object that was previously saved.

IPersistFile

IPersistMemory

IPersistStream

IPersist |IPersistStreamInit

IUnknown

IPersistMoniker IPersistStorage

|PersistPropertyBag

IPersistPropertyBag2

4
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Figure 15: The inheritance hierarchy of persistence interfaces.

Implementing COM Persistence in the ATL

Developers of COM objects are free to implement their own pensce interfaces. If these developers
choose to write their own code for the interface, they would manipulate the interface that stores the
persistence data by reading and writing data in an arbitrary format. However, most developers choose
to use templde classes provided in the Microsoft ATL, when there is template code to do so, avoiding
the extra work it would require to implement these interfaces. Version nine of the Microsoft ATL has
template classes for the following persistence interfaces.

o |Persst

o |PersistPropertyBag
e |PersistStorage

e [PersistStreamlnit

The template code requires a programmer to define a series of properties, known as a property map,
which the persistence interface will use as a boiler plate for serializing and resurrecting ¢aeinbj
guestion. This property map is a terminated array of structures that list the properties for the control
that must be serialized and resurrected, and should be made explicit enough to guarantee that the
object, once serialized, will be equivalentdn object that is resurrected from the data. Version nine of
the ATL includes various macros to aid a programmer when defining these properties and include
macros from the following list.

e BEGIN_PROPERTY_MAP
e BEGIN_PROP_MAP

e PROP_ENTRY

e PROP_ENTRY_EX

e PROPENTRY_TYPE

e PROP_ENTRY_TYPE_EX
e PROP_PAGE

e PROP_DATA_ENTRY

e END_PROPERTY_MAP

e END_PROP_MAP
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Each of the previously mentioned macro functions take various arguments and use them to define an
ATL_PROPMAP_ENTERWcture. The following code is the structure idétfon taken from version nine
of the ATL.

struct ATL_PROPMAP_ENTRY

{
LPCOLESTR szDesc;
DISPID dispid;
const CLSID* pclsidPropPage;
const IID* piidDispatch;
DWORD dwOffsetData;
DWORD dwsSizeData;
VARTYPE vt;

|8

The elements in th&TL_PROPMAP_ENTRY structure are all quite important to understand, and are
summarized in Table 16.

Element Name Element Purpose

szDesc Unicode string that uniquely identifies
the property name

dispid 32- bit integer that uniquely identifies
the property  within the object

pclsidPropPage Pointer to a COM class id that identifies

a COM class that offers a GUI interface
to set and retrieve the property within
the control.
piidDispatch Pointer to a COM interface id that
describes an interface that inherits from
IDispatch, which can be used to set the
property through the Invoke method of the
interface
dwOffsetData 32- bit value that specifies the
property's memory offset from the
beginning of the object
dwSizeData 32- bit value that specifies the number of
bytes that have been allocated in the
object to hold the property's data
vt 16- bit value that specifies the
property's type
Table 16: A listing of the elements of the ATL_PROPMAP_ENTRY structure and the

purpose they serve.

The macro functions for definingoperties use arguments supplied to the function to set certain
ATL_PROPMAP_ENTRY elements, and will set others to a default state. Depending on the elements that
have nondefault values, the template code responsible for the persistence operationssgiklightly

differing strategies when serializing and resurrecting the data. Both BEGIN_PROPERTY_MAP and
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BEGIN_PROP_MAP will include code that starts to define the structure; however, the former will
automatically include X and Y position informatiothivi the property map. END_PROP_MAP and
END_PROPERTY_MAP are macro functions that will include a terminating ATL_PROPMAP_ENTRY
element and end the structure definition. Between BEGIN_PROPERTY_MAP or BEGIN_PROP_MAP, and
END_PROP_MAP or END_PROPERTY melAPLaPROPMAP_ENTRY instances that describe the
properties of a COM object.

PROP_ENTRY and PROP_ENTRY_EX both define a property using the property's name, display id, and a
property page that can be used to set the property. PROP_ENTRY_THROSENTRY_TYPE_EX

define the same information as PROP_ENTRY and PROP_ENTRY_EX; however they also require an
explicit variant type that is expected when dealing with the property. The " _EX" suffix designates that

the macro function also expects an explaispatch interface id that should be used when setting or

getting the property's value. The PROP_DATA ENTRY macro requires a unigue string identifier for the
property, the name of the class's member that will be used to store the property, and thetyagiant

that's expected for the property. Internally, the PROP_DATA_ENTRY macro uses the offsetof and sizeof
structure to explicitly define dwOffsetData and dwSizeData within the ATL_PROPMAP_ENTRY structure.
PROP_PAGE is used to specify a COM clhse @ifers a GUI interface, which can manipulate the

properties of an object.

To help illustrate the use of property maps in C code and how properties are read from a persisted state,
we'll briefly present an example COM object called HelloCom. Hellig€Casimple ActiveX control that
can store a person's first and last names. The properties will have the following names:

e NamekFirst
¢ Namelast

The following C++ code snippet shows portions of code for the HelloCom control that are relevant for
implementirg persistence.

class HelloCom :
public IPersistStreamlInitimpl<HelloCom>,
public IPersistStoragelmpl<HelloCom>,
public IPersistPropertyBagimpl<HelloCom>,

{

public:

BEGIN_PROP_MAP(HelloCom)
PROP_DATA_ENTRY(cx" , m_sizeExtent.cx, VT_Ul4)
PROP_DATA_ENTRY(cy" , m_sizeExtent.cy, VT_Ul4)
PROP_ENTRYNameFirst" , 1, CLSID_HelloComCitrl)
PROP_ENTRY_TYPENameLast" , 2, CLSID_HelloComCtrl, VT_BSTR)

END_PROP_MAP()

|3
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If the application is loading the persistence data from a binary stream, then the application would query
for the IPersistStreaminit interface and would receive a vtable pointing téReesistStreamInitimpl

template class. Next, the application willldhke Load() method, passing in an IStream object that will

be used to read the persistence data. Prior to any of the serialized data in a stream, a version number is
stored in order to deal with backwards compatibility issues. So, the first four bythe Btream will be

a little-endian representation of the ATL version that was used to compile the control. In Visual Studio
2008, this value is 0x00000900. As long as the value ithis®r equatto the version of the ATL used

to compile the controlprocessing can resume, otherwise, an error is signaled.

After the versioning information has been processed, the properties themselves can then be retrieved
from the stream. The bytes immediately after the version number in the stream in this case lveould

two 4-byte little-endian representations of the _cx and _cy elements. Since these elements were
declared with the PROP_DATA_ ENTRY macro, thdsegues will be written directly to the memory

offset in the class where then_sizeExtent.cx andm_si zeExtent.cy  values reside.

Following these values, we will encounter the serialized representation of NameFirst. Since NameFirst
is declared in the property map using the PROP_ENTRY() macro, which contains no data type, the type
information needs to beetrieved from the stream. Therefore, the first two bytes in the stream would

be an unsigned 16it value of 0x0008, representing the variant type VT_BSTR. Next would come an
unsigned 3zbit value specifying the length of the string. If the name wesaliple”, then the value of

this 32bit integer specifying the size would equal 0x10; sewyt2 characters plus a terminating null.

The next values would be the characters that represent the name, followed by a terminatbig 16

value of 0x0000. Namesiawould come next, and would be specified identically to NameFirst, except

that the 16bit variant type specifier would be absent in the stream, since the type is explicitly declared

in the property map using the PROP_ENTRY_TYPE() macro.

Table 17 shows aexample of the stream described in the previous paragraphs, with hexadecimal
values representing the value in the stream, an offset showing the position of the value in the stream,
and a description of how the values should be interpreted.

Offset  Hexadeci mal representation of Description
bytes
0x00 00 09 00 00 Version nine of the ATL
0x04 00 01 00 00 The _cx value is 256
0x08 00 01 00 00 The _cy value is 256
0x0C 08 00 NameFirst is stored as a
VT_BSTR
Ox0E 0C 00 00 00 NamekFirst is 12 characters
long
0x12 46 00 69 00 72 00 73 00 74 00 NameFirst is equivalent to
00 00 "First"
Ox1E 0A 00 00 00 NamelLast is 10 bytes long
0x22 4C 00 61 00 73 00 74 00 00 00 Namelast is equivalent to
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Table 17: A listing of the elements contained instream for the fictitious
HelloCom example

COM Persistence in Microsoft Internet Explorer

Microsoft Internet Explorer uses persistence when assigning values to properties of ActiveX objects. The
six main interfaces used by Internet Explorer, ordered lefgoence, are IPersistPropertyBag,
IPersistMoniker, IPersistFile, IPersistStreamlnit, IPersistStream, and IPersistStorage. The browser will
attempt to retrieve an interface pointer to each persistence interface in sequence until it is successful,

or no irterfaces have been found, at which point the operation fails.

The first, and most familiar, persistence interface is IPersistPropertyBag. IPersistPropertyBag has been
specifically designed to allow persistent objects to be embedded within HTML. Takeexample, the
following HTML code that embeds Microsoft Media Player within a web page.

<OBJECT id="VIDEO" CLASSID="CLSID:6BFA52d3-B15300C04F79FAAG" >
<PARAM NAME="URL" VALUE="MyVideo.wmv">
<PARAM NAME="enabled" VALUE="True">
<PARAM NAMEAUutoStart" VALUE="False">
<PARAM name="PlayCount" value="3">
<PARAM name="Volume" value="50">
<PARAM NAME="balance" VALUE="0">
<PARAM NAME="Rate" VALUE="1.0">
<PARAM NAME="Mute" VALUE="False">
<PARAM NAME="fullScreen" VALUE="False">
<PARAM name="uitle" value="full">

</OBJECT>

The <PARAM> tags that appear within the <OBJECT> tag represent the COM object's property names
and persisted values. When Internet Explorer parses a web page and encounters these PARAM tags, it
first creates a PropertyBagasis and queries for the IPropertyBag interface. Next, it will parse the name
and value parameters of the PARAM html tag and call the Write() method on the IPropertyBag interface,
supplying the name and a string representation of the value for the projietys parsed. Once

Internet Explorer has loaded all of the PARAM tags into a property bag, it will query the COM object (In
the above example, a Media Player object) for an IPersistPropertyBag interface. Internet Explorer will
then call the Load() mbbd of the IPersistPropertyBag interface, passing the PropertyBag that was
parsed from the HTML. The Load() method of the COM object will then convert the properties from a
string representation into the object's preferred representation, and subsequeathg the converted
representation within the COM object. This strategy is employed by Internet Explorer to resurrect the
object from a persistent state when it encounters the above HTML.

The reciprocal operation to the resurrection operatigeyialization, is most commonly encountered
when using the innerHTML attribute of an object. Consider the following JavaScript code, used in the
same web page as the above HTML.

<script language="JavaScript">
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alert(VIDEO.innerHTML);
</script>

Uponprocessing the previous JavaScript, the web page will alert the user with a message box with HTML
formatted text similar to the following example:

<PARAM NAME="URL" VALUE="./MyVideo.wmv">
<PARAM NAME="rate" VALUE="1">

<PARAM NAME="balance" VALUE="0">

<PARM NAME="currentPosition" VALUE="0">
<PARAM NAME="defaultFrame" VALUE="">
<PARAM NAME="playCount" VALUE="3">
<PARAM NAME="autoStart" VALUE="0">
<PARAM NAME=" cx" VALUE="6482">

<PARAM NAME="_cy" VALUE="6350">

When Internet Explorer serializes an objechgsa PropertyBag, it first creates an instance of the
PropertyBag class. Next, it queries the object to be persisted for the IPersistPropertyBag interface.
Once the interface is retrieved, Internet Explorer calls the Save() method, passing the Propetad3a
instance. Finally, Internet Explorer will serialize the PropertyBag class into a format that is compatible
with HTML standards.

The second, less common, way of inserting persistence data into a control over Internet Explorer is
through the use ofhe data parameter of the OBJECT tag. An example of this type of persistence is
shown in the following HTML.

<OBJECT
id="VIDEO"
CLASSID="CLSID:6BF523%211d3-B15300C04F79FAAG"
data="./persistence_data"
type="application/xoleobject"

/>

In the example above, instead of using PARAM tags, the persistence data is communicated through the
data parameter of the object tag. When Internet Explorer encounters an object tag in this format, it
follows a complex strategy to resurrect the objectrfréhe serialized data.

Internet Explorer will first check the file name specified in the data parameter to see if the file name
extension is equal to ".ica", ".stm", or ".ods". If the extension is one of these, then it creates an IStream
that can read biary data from the supplied file URL. Internet Explorer will then create an instance of
the object specified in the first sixteen bytes of the file, or, if those sixteen bytes are zero, the CLASSID
parameter in the object tag and query for the IPersis#8in interface. If the interface is successfully
retrieved, Internet Explorer will then call the Load() method of the interface, passing in the IStream.
Next, the COM object will parse the stream and convert the binary data into the preferred
representaton of each property. Once these operations are finished, Internet Explorer will have a fully

resurrected COM object.
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